INpunoxenne Nel

K IIPHKa3y OT «/7» - 2018r.
Ne £9-02

HNOJIOXKEHHUE
00 opraHuM3anMu u NPoBeXeHAN PaboT Mo oGecneuennIo Ge30nacHOCTH
NEPCOHAILHBIX JAHHBIX 00pabaThiBaeMbIX B HHPOPMAIHOHHBIX CHCTEMAX NepCOHANBHBIX
AAHHBIX H/MIH 6e3 HCTIO/Ib30BAHMS CPEACTB ABTOMATHIAIHNH.

1. O6mmue nonoxenns.

1.1.  Jlannoe «Ilonoxenne o6 OpraHA3anMM W NPOBEIECHHH pabor B MyHuIMnaisHOM
OIO/DKETHOM JIOIIKONBHOM 06pa30BaTeNbHOM YUPEKIEHHH — JETCKOM camy Ne4 ropoma Arpei3
ATpBI3CKOrO MYHMIMNATBHOrO padiona Pecny6iuku Tarapcran (manree — JIOY) mo
obecriedeHuIO 6e30MacHOCTH MEPCOHANBHBIX NAHHBIX TPH UX aBTOMAaTH3HPOBAHHOM 006paboTke
w/una 6e3 HCNONB30BAaHMS CPEJCTB aBTOMATH3AIMH B HHOOPMAIMOHHEIX  CHCTEMAx
NEPCOHANBHBIX JaHHBIX» (Aasiee — [lonoxeHue) paspaboTaHo B COOTBETCTBHH ¢ DenepanbHEIM
3akoHOM oT 27.07.2006 Ne152-®3 «O mnepcoHanbHBIX JaHHBIX», ITOCTAHOBJICHHEM
IIpaButenscrea Poccniickoii ®eneparuu ot 01.11.2012 Ne 1119 «O6 YTBEpXKIeHHH TpeOOoBaHHi
K 3alTe NEPCOHANBHBIX JaHHBIX NPH HX 00paGoTke B HMH(OPMAIMOHHBIX CHCTEMAax
[IEPCOHANIBHBIX NAHHBIX», METOMHYECKUMH pekoMeHmanusamu ©CTOK Poceun u ®CB Poccnn B
nesix obecnederns 6e30MacHOCTH MePCOHANBHBIX JAHHEIX (Jaliee — IT/1e) npu ux o6paboTtke B
HH(OPMAIMOHHEIX CHCTEMAX IIEPCOHATBHEIX IAHHEIX (1aee — UCIIH).

1.2. Tlonoxenue omnpexensier MopsaoK paGOTHI MONb30BaTeNell M aJIMHHHCTPATOPOB
UCIIJIH, COTpYNHHKOB, OTBETCTBEHHBIX 33 TEXHHYECKOE obecnievyenne, a TaKKe
aJIMHHHCTpaTopa HHYOPMAIMOHHON GE3011aCHOCTH, B YacTH 06eclnedYeHHs Ge30NacHOCTH ITIa
npu ux o0paboTke, MOpSIOK pasbUpaTeNsCTBA M COCTABNEHHS 3aKTIOYCHHH 110 (axram
HECOOIIOICHUS YCIOBHif XPAHEHHST HOCHTEJIEH IEPCOHANBHBIX JAHHBIX, HCTOb30BAHHS Cpe/CTB
3alUTH HHpOPMANKH, pa3paGoTKy U IPHHATHE MEP 110 IIPEAOTBPALIEHHIO BOIMOKHBIX ONACHBIX
TNOCIE/CTBUH TaKuX HApyMICHHH, TOPANOK NMPHOCTAHOBKW mpemocTanenws [1/[ B cirydae
oOHapyXeHHs HApYIEHHH TIOpsAKA HMX NPENOCTABICHAS, MOPSIOK obyuenust mepcoHaia
npaktuke paborel B HCIIJIH, mOpSIOK HPOBEPKH 3MEKTPOHHOIO XKypHaiia oOpamenuii K
VCIIln, mopsnok KOHTpONsS COGMIONCHHS YCIOBHM HCIOMH30BAHHS CPEJICTB  3AIIHUTHI
MH(pOPMAIHH, IPeTyCMOTPEHHBIE SKCILTYaTallHOHHOM W TEXHHYECKOMH JNOKyMEHTalHeH, IpaBua
OOHOBNCHHS OGIIECHCTEMHOTO M MPHKIANHOIO NPOrpaMMHOr0 oOecredeHus, IpaBuia
OpraHu3alli¥ aHTUBHPYCHOH 3aluTHl M mapoibHON 3amutel WCIIJIH, MOpSmOK OXpaHbI H
Aonycka MOCTOpPOHHMX ymll B moMemenus WCII/[H, mopsnok cosjanus pesepBHBIX KOIMM
VCII/ln, npaBuna XpaHEHHS W pETMCTPAlMH HOCHTENEH HHQOPMAIME a TaKkKe MOPSAIOK
obe3mmunBanus I1]1x. '

1.3. Tlpm obecnedennr G6e30MaCHOCTH MEPCOHANBHBIX JAHHBIX B UCIIla ¢
HCIIONB30BAHMEM KPHNTOrpahuYecKuX CpeiCcTB 3aluTH HHMOpMamuu Bee coTpyauukd JI0Y
00513aHBI BBIIOJNHATE TPEOOBaHMs, H3JIOKEHHBIE B JOKyMeHTe «THIOBBIC TpeboBaHus 110
Opranusaiiu U oOecreyeHuio (YHKIMOHMPOBAHHS IM(POBATHHBIX (KPHITOrpadHIecKnx)
CPCACTB, NpeIHA3HAYECHHBIX JUIS 3aumThl HWHGOpMAIHMH, He CojlepXKamell CBeICHHI,
COCTaBJIIIONIMX TOCYJapCTBCHHYIO TaiHy, B Cllydae HX HCHOJb30BaHHA IS obOecredeHus
0€30MacHOCTH MEePCOHANBHBIX JaHHBIX TIPH HX 06paboTke B MH(POPMAIIHOHHBIX CHCTEMAX
nepcoHaneHbIX faHHbIX» (PCB Poccun, Ne 149/6/6-622, 2008).

2. llopsgox pa6orer mepconana UCIIIn B uacTn obecnedenns GezonacHocTH LIl
npu ux o6paborke B UCII/IH ¢ HCnoib30BaHHEM CPEICTB aBTOMATH3 AN

Hacrosimmii mopsimox ompenensier xeficteus nepconana UCIT/[H B yacTu obecnedeHns
6esonacuoctu I1/Ja npu ux o6pabotke B UCTT/x.



2.1. Jlomyck monb30BaTeNned uis paboTh! HA KOMIIBIOTEpax UCTI/Ia ocymecTBIsSeTCs Ha
OCHOBAHHH IPHKa3a, KOTOPbIH H3/1aeTCs 3aBE/IYIOIIHM JIOY ¥ B COOTBETCTBHH CO CITHCKOM JIHIL,
JIONyIIEHHBIX K paboTe B UCIIIa. C nensio obecnedeHns: OTBETCTBEHHOCTH 34 HOpMaJIbHOE
yHKUHOHHpOBaHAE W KOHTPOJIbL paboThl CPENCTB  3alUTHI uapopmanuu B MCII/TH
PYKOBOZMTENEM Ha3HAYaeTCs aJMHHHCTPATOP uHpOPMAIMOHHOH 6€30IacCHOCTH; C LENbIO
KOHTpONS BBHIIONHEHHS HEOOXOMMBIX MeponpHusTHii 10 O00ECICYCHHIO 6e30nmacHOCTH
Ha3Ha4YaeTcs OTBETCTBEHHBIH 3a obecreyeHne 6e30MacHOCTH NEPCOHANBHBIX JAHHBIX MPH HX
o6pabotke B UCII/IH.

29, TTonb30BATENs IMEET IPABO B OTBEICHHOE €My BPEMs peraTh OCTABICHHEIC 3ajla4u
B COOTBETCTBHH C TIOJTHOMOYHMSIME JIOCTYIIAa K pECypcaM WUCIIJa. TTomaoMouus noJIb30BaTeNIeH K
uH(pOPMAIMOHHEIM PECypcaM  OIpEACAOTCs B MaTpHUile JOCTymna, KOTopas CO3/acTCs
OTBETCTBEHHEIM 3a obecnedenue 0e30MacHOCTH MEPCOHATBHBIX JAHHBIX npu ux obpaboTke B
VICTI/IH 1 yTBEpKIaeTCs PyKOBOJHUTE/IEM OpraHu3altiy. TIpu 5TOM JUIsi XpaHEHHs HHPOPMAIHH,
conepxameit [1]H, paspemaercss MCIO/B30BATh TOIBKO MallMHHBIE HOCHTENH HWHpOpMAIWH,
yarennbie B JKypHase ydera MallHnHHbIX HOCHTENEH.

2 3. [Nonb30BaTE b HECET OTBETCTBEHHOCTD 32 NPABAJILHOCTD BKIIOYCHHA ¥ BBIKJIFOUEHHSA
CPE/ICTB BBIYMCIHTEIBHOH TEXHHKH (CBT), BX0ja B CHCTEMY M BCE JICHCTBHS IpPH pabore B
UCTIIn.

2.4. BXol TOJNB30BaTeNss B CHCTEMY MOXET OCYIIECTBIATHCS IO BLIIaBaEMOMY €MY
3JIEKTPOHHOMY HICHTHGHUKATOPY HIIH 1O NEPCOHATLHOMY 1apoJtio.

2.5. 3anuch HHGOpPMALMH, conepKaIICH [1]]#, MOXET, OCYIIECTBISETCS MOJB30BATEICM
HA CheMHBIE MANIMHHBIE HOCHTENH HH(pOpMAlWH, COOTBETCTBYIOUIAM o6pa3oM y4TEHHBIC B
XKypHane ydeTa MaUHHBIX HOCHTENCH.

2.6. Ilpn paboTe CO CHEMHBIMH MAIIMHHBIMH HOCHTCIMH uH(OpMaILK M0JIB30BATEIIb
KaKIBH pa3 Tepes HadanoMm paGoThl 06s3aH NpPOBEPHTh HMX Ha OTCYTCTBHE BHPYCOB C
HCIIOME30BAHAEM INTATHBIX AHTMBHDYCHBIX NPOrpamMM, yCTAHOBJCHHBIX HaA KOMIIBIOTEPAX
WCI/Ia. B ciyuae oGHApyXeHHs BHPYCOB MOJIL30BATENH 06513aH HEMEJIEHHO IPEKPaTHTh HX
HCIIOTE30BAHAE M ICHCTBOBATH B COOTBETCTBAH C TPEOOBAHMAMH JIAHHOTO [Tonoxenus.

2.7. Kaoxpiif  COTPYAHHK, YYacTBYIOUMH B paMKaX CBOHX (G yHKIHOHATBHBIX
obg3anHOCTE# B mpoleccax ABTOMATH3MPOBAHHON 00pPaGOTKH [1IJla 1 MMCIOmuiA JOCTyl B
[noMemeHre, B KOTOpPOM IPOM3BOAUTCA o6paborka IIJlH, anmapaTHbIM CpEACTBaM,
mporpaMMHOMY OGECTICYCHHIO ¥ JaHHBIM WUCII/I#, HeceT MEPCOHANBHYIO OTBETCTBEHHOCTH 34
CBOM JICHCTBHUS B 00A3aH:

- cTporo co6MroaTh yCTAaHOBICHHBIC PABUIIA obecreuenns Ge30MacHOCTH HH(GOpMAIK
npu paboTe ¢ MPOrpaMMHBIMH ¥ TCXHHICCKIUMH cpeacreamu UCI1/H;

-3HaTh M CTPOTO BHINOJHATH MpaBHIA paGoTBI CO CPEICTBAMH 3alMTHI uH(pOpMAaIlHH,
YCTaHOBIICHHBIMHA Ha KOMIIBIOTEpax UCTI s

- XpaHHTh B TalfHe CBOH Napolb (mapoi) ¥ ¢ YCTAaHOBJICHHOH MEPHOAHTHOCTHIO MEHATh
CBO#f TIapob (IIApoITH);

-XpaHMTh B YCTAaHOBIEHHOM IOpfjKe  CBO® WHIMBHIYAIbHOE  YCTPOHCTBO
uaeHTH(HUKaUH (K0Y) ¥ JIpyrue peKBH3UTHI B celidbe, WM SAMIHEKE, 3aKPHIBAIOMEMCS HA KO,

- pemonuaTe Tpebopanus [lonoxeHHs MO OpraHu3aliH AHTUBHPYCHOM 3alUTHl B
MOJNHOM 00BEME.

HeMe UIeHHO 3BECTHTh OTBETCTBEHHOrO 33 obecneueHne 6e3011acHOCTH MEPCOHANBHBIX
napEeix mpn ux obpaborke B MUCIIE  H (wn) aIMHHHCTPATOpa nH}OpMAIHOHHOH
6e30MacHOCTH B Cllydae yTepH HHIMBHIYaJbHOTO ycTpoiicTBa MACHTHpUKAIEH (km04a) MITH
TIpH NOZI03PEHAM KOMIPOMETAIHH JIHHHbIX KToYeii ¥ maporieii, a TaKke Ipu 0GHapYKEHHH:

- HapyIIEHHH [ENOCTHOCTH MIOMO (HaKyeeK, HapyIICHHH WM HECOOTBETCTBHH HOMCPOB
meyaTeil) Ha COCTABIAIONHMX y3/ax H 6nokax CBT wmmm uHBIX (aKToB COBEPIICHAS B €rO
OTCYTCTBHE MOIBITOK HECAHKIIHOHHPOBAHHOTO pocryna (nanee - HCJI) k JaHHBIM 3alHIACMbIM
CBT;

- HECAHKI[HOHUPOBAHHBIX (IPOM3BE/ICHHBIX C HAPYIICHACM YCTAHOBJIEHHOTO TOPS/KA)
M3MeHeHuH B KOH(HUTYpaliH IPOrPaMMHBIX T ANapaTHbIX CPeCTB UCTIH;



- OTKJIOHEHHH B HOPMAaJIbHOM paboTe CHCTEMHBIX H NPHKJIAJHBIX IPOTPAMMHBIX CPEJICTB,
sarpyaHstonmx  skcmnyaranuio  CBT, Beixoma W3 crpos WM  HEYCTONYHBOIrO
¢bynxmuonuposanus y3nos CBT wmm nepudepuitHbx ycTpoiicTs (ckaHepa, npuHTEpa M T.IL.), a
TaKKe nepeboeB B CHCTEME JNIEKTPOCHAOKEHH;

- HEKOPPEKTHOTO (YHKIIMOHHPOBaHHs YCTAHOBJICHHBIX HA KOMMBIOTEPHI TEXHHYECKHX
CPEJICTB 3aIUTHI;

- HENPElyCMOTPEHHBIX OTBOJIOB KabeJieH H MOJKIIIOYeHHBIX YCTPOMCTB.

2.8. Ionp30oBaTemo KaTerOpu4eCKd 3anpelyaemcs:

- HCTIONIE30BaTh ~ KOMIIOHEHTHI  IPOrpaMMHOIO M anmapatHoro obecrneueHus
IEPCOHAIBHOrO KOMITBIOTEPA B HECYKEOHBIX IIEJIsX;

- BHOCHTBH Kakue-1ub0 u3MeHeHHs B KOH(Hurypamuio anmaparabix cpeacts UCIT{a win
YCTaHABIMBATh JONOJHHUTEILHO OO INPOrpaMMHBIE M  amiapaTHBlE CpeACTBa, HE
MpelyCMOTPEHHBIE aDXHBOM JHUCTPUOYTHBOB YCTAHOBICHHOT'O MPOrPaMMHOI0 obecneyeHus;

- ocymiecTBIATh 00paboTky II/[H B HpHCYTCTBHM MOCTOPOHHHX (HE JONYIIEHHBIX K
JaHHOH HH(OPMAIHHK) JTHIL;

- 3AMUCHIBATh M XPaHHTh KOHQHICHIHAIbHYI0O MHQOpMANHIO (COmEpXallyio CBEACHHS
OrpaHHYCHHOI0 pPaclpOCTPaHEHHs)) Ha HEYYTCHHBIX MAIOIHHHBIX HOCHTENSX HH(pOpMayu
(ru6KHMX MarHUTHBIX TUCKAX H T.IL.),

- OCTaBJIATh BKJIIOYEHHBIM 0G€3 NPHCMOTpa KOMIBIOTED, HE AKTHBH3HPOBaB CpEACTBA
samuThl oT HCJI (BpemeHHy!0 6/10KHPOBKY 3KpaHa U KJIaBHaTypHl);

- OCTaBJIATH G€3 JIMYHOTO MPHUCMOTPA CBOE MEPCOHATBHOE YCTPOMCTBO HACHTH(OHKAIMH,
MalliHHBIE HOCUTENM M PpacrledyaTKd, CoAepikalnue 3amuinaeMyio HH(popMamuio (CBeICHHS
OTpPaHHYEHHOI0 PaclpOCTPaHEHUS);

- YMBIIUIEHHO  HKCHOJB30BaTh HEJOKYMEHTHPOBAaHHBIE CBOHCTBA H OmHOKH B
IPOrpaMMHOM OOECIICYCHHUH HJIM B HACTPOHKAaX CPEJICTB 3alUTHI, KOTOPbIE MOTYT IPHBECTH K
BO3HHKHOBEHHIQ KPH3HCHOM CHTYAIHH; .

- pasmemars cpezacrea MCII/IH Tak, 9ToOBl CcymiecTBOBajia BO3MOXKHOCTH BH3YaJIBbHOTO
CUNTHIBAHHS HH(YOPMAITHH. '

2.9. JInnay oTBeTCTBEHHBIE 32 3aIATY NMEPCOHAJBHBIX AaHHbIX B IOV,

OTBercTBeHHBIH 32 obpaborky II/lm - mTaTHBIT COTPYIHHK ONpeENSIONIHiA
YPOBEHB JIOCTYNa M OTBETCTBEHHOCTH JHIl ydacTBylomux B obpaborke I1/[n. Hazmawaercs
IPUKA30M I10 YUPEKICHHIO.

OrBercTBeHHblif 3a ofecnevenne 0€30MaACHOCTH NEPCOHAJBHBIX JAAHHBIX —
INTATHBIA COTPYAHHMK (MIM MOJpa3/ie/iCeHHE) OTBEYAIOMMi 3a INpOBEICHHE  MEPONPHUSTHIA,
cBs3aHHBIX ¢ 3amuTol [1/lH (OpraHM3alMOHHBIX M TEXHHUYECKHX), a TAK)KE OCYIIECTBIISIOMIMIA
KOHTpOJIb 3a cobmonenuem TtpeboBanuii mo 3amure IIJ[H B mompasmenenusx. Hasmauaercs
MPUKa30M IO YUPEKICHHIO.

AnvuHucTpaTop HHpOpManHOHHOH 0e30MacHOCTH — INTATHBIA COTPYAHHK,
OTBETCTBEHHBIH 3a 3aIUTy aBTOMaTHU3HpoBaHHOH cucrembl (AC) OT HECAaHKIIMOHHPOBAHHOIO
noctyna (HCH) x uadopmaruu. HasHavaeTcs MpUKa30M 110 YUPEKACHHIO.

2.10. ApvunucTparop uHH(pOpMAUUMOHHOK Oe30macHOCTH (IpH €ro  OTCYTCTBHH
OTBETCTBEHHBIN 3a obecnedeHue Ge30NacHOCTH NEPCOHANBHBIX JAHHBIX MPH HX 00paboTke B
UCI1In) obs3an:

- 3HaTh COCTaB OCHOBHBIX M BCIIOMOraTelIbHBIX TEXHHYECKHX CHCTEM H Cpe/CTB (nainee -
OTCC u BTCC) ycranosnenHsix u cmMoHTHpoBaHHBIX B WMCIIJ[H, nmepeyeHs HCIONB3yEMOro
nporpammeoro obecrnieuenus (nanee - [10) 8 UCIT/IH;

- KOHTpPOJHpOBAaTh LEJOCTHOCTh Iedyared (om0, 3amMTHBEIX HAKIeeK) Ha
nepudepuiinomM obopynopanuu, 3amuineHnsx CBT u apyrux ycrpoiicTsax;

- IPOM3BOJUTE HEOOXOAMMBIE HACTPOWKH IIOJICHCTEMBI YIPABIEHHS JAOCTYIIOM
ycraHopieHHBIX B UCII/In C3U or HCJl u conpoBoXaaTh X B MPOIECCE SKCILTyaTAUH, IPH
3TOM:

® peaIu30BBIBATH MOJHOMOYHS JOCTYyMNA (YTEHHUE, 3alUCh) AJIS KAKAOro MOIb30BaTEs
K JJIEMEHTaM 3alUINAaeMbIX HHGOPMAIMOHHBIX pecypcoB ((daiiiaM, KaTaioram, NpUHTEPY H



T.1.);

e BBOIUTH Omucanms noms3oareneit UCTI/Iu B nudopmanuonnyio 6asy C3H ot HCJ;

e CBOEBPEMEHHO YNAJIATh OIMHCAHMS nonmp3oBareneii m3 6Oasel mammsix C3U npu
M3MEHEHHH CIHCKA JIOMYIIEeHHBIX K paboTe JIHIL;

e KOHTPONMPOBAaTH JOCTYN IHIl B TOMEIICHHE B COOTBETCTBHH CO CIHCKOM
COTPY/HHKOB, JAOIYIIEHHBIX K paboTe B UCIIH;

e MPOBOJMTH HHCTPYKTAX COTPYAHHUKOB - IOJB30BaTENCH KOMIBIOTEPOB MO MpaBHIIAM
paGOTHI C HCTIOTB3YEMBIMH TEXHIUECKHMH CPE/ICTBAMH ¥ CHCTEMAMH 3alllHThL nH(OpMAaIHH;

e KOHTPOJHMpPOBATH CBOEBPEMEHHOE (HE pEXe 4eM OJMH pa3 B TCHCHHC 60 nmeit)
MpoBe/ICHHE CMEHBI apoieH JUls I0CTyIa MOb30BaTeNel K KOMIIBIOTEpaM H pecypeam UCT10s;

e o0ecreunBaTh MOCTOSHHBIA KOHTPOJb BBHIOJHEHUS COTPYAHHKAMH yCTAHOBJICHHOTO
KOMILIEKCA MepOTIPHSATHIL 110 obecnedeHuto 6e30macHOCTH undopmanun B UCIT/IH;

e OCYIECTBIATh KOHTPONH NOpSAKA CO3NAHMs, yd4eTa, XpaHCHHS H HCIOJL3OBAHMA
pe3epBHBIX M apXHBHBIX KONHI MacCHBOB AHHBIX;

e HacTpamBaTh H COIPOBOXKIATH TOJACHCTEMBI PETHCTpAlMd M yHeTa necTBHH
noss3oBareeii pu pabore B UCT1/IH;

e BROMUTH B 6asy mamHbix C3M OT HECaHKIMOHMPOBAHHOTO JOCTYHa OMHCAHMA
COBBITHIA, TOUIEKAIIMX PETUCTPALMH B CHCTEMHOM JXypHAIIE;

e NPOBOJAWTH  A@HAIM3  CHCTEMHOTO JKypHajia  JUii  BBISBICHHMS  IOMBITOK
HeCaHKIHOHHPOBAHHOTO OCTYIIA K 3alIHINAEMBIM PECYPCaM HE PEXKE O/(HOro pasa B MECHIL;

e OpraHM30BLIBATH Meyath (ailNoB MoNB30BaTENEH HA NPHHTEPE M OCYIICCTRIATE
KOHTPOJTb COOMIOZIEHAs YCTAHOBJICHHBIX PABHII ¥ IapaMETPOB PErHCTPALAH 1 yieTa OyMaXHBIX
HOcHTeNeH HHPOPMAIHH;

e COIPOBOX/IATh MOACHCTEMBI 00€CTICYCHHS [EIOCTHOCTH uadopmanuu B UCII/E;

e nepuonuueckn Tectupopath (QynkumH C3U or HCJI, ocobeHHO NpH H3MCHCHHH
IPOrpaMMHOM CPEIBI M TIOJTHOMOYHH HCIOTHUATENEH,

e BOCCTAHABJIMBATh NPOrPaMMHYIO Cpejly, IPOTpaMMHBIC CPEICTBA H macrpoiiku C3U
1p cOOSX COBMECTHO C JIMI[AMHU, OTBETCTBEHHBIMHA 33 TEXHHIECKOE obecrieyeHHe.

e pects aBe komuu nporpammubix cpexcts C3U or HCJl W KOHTpOIMpOBaTh HX
paboToCcnocOOHOCTE;

e KOHTPOJMPOBATH OTCYTCTBHE HA MATHUTHBIX HOCHTEILAX ocTaTo4yHOM HHPOPMALHH I10
OKOHYaHHMHM paboTHI MOJIB30BATENCH;

e TepHOJANYECKH OOHOBJISTH AHTHBHPYCHBIC CPE/CTBA (6a351 JaHHBIX), KOHTPOJIMPOBATH
coGIOIeHHE TIOJTB30BATENSIMHU TIOPSOK | IIPaBHJIA IIPOBEICHHS aHTHBUPYCHOO TECTHPOBAHH:

e npOBOMMTH PabOTy IO BBUIBJEHAIO BO3MOXKHBIX KaHATIOB BMCIIATENLCTBA B npouece
dynxmuonuposanus  MICIIJlH  ®  OCYIIECTBICHHSA HECAHKIMOHHPOBAaHHOrO JIOCTyna K
uH(OPMAIIMH B TEXHUYECKAM CPE/ICTBAM BHIYHMCITUTEIEHON TEXHHUKH;

e CONMPOBOX/ATh MOJACHCTEMY 3AlUTBl MHOPMANHMH OT YTCUKH 33 CHET no00UHBIX
9IeKTPOMATHATHBIX H3JIYYeHHH H HaBOJOK, KOHTPOJIUPOBaTh COOJIO/ICHHE TpeboBaHUi 1O
Pa3sMEIIEHHUIO ¥ HCIIOJIb30BAHHIO TEXHUYECKHX CPC/ICTB UCTI g,

e KOHTpOJHMpOBAaTh  COOTBETCTBHE  JOKYMEHTAJIBHO  YTBEPHICHHOIO cocTaBa
anmapaTHOM M IPOrpaMMHOH YacTH VCII/Ia peansubiM kondurypammsm VUCII/la, Bectd yder
M3MEHEHHH anmapaTHO-IPOrpaMMHOH KOHGHTypamuu;

e ofecmeunBaTh CTPOrO€ BHINOJHEHHE TpeOOBaHHH IIO obecneyennio 6e30NMaCHOCTH
uHOOPMALMKA TIPH OpraHu3allHd TEXHHYECKOro obcnyxusanus VICTI[la u oTmpaBke €ro B
peMOHT (KOHTPOJMpOBaTh 3aTHPAHUC KOH(QUICHIHATBHON HHpOpMAMM HAa MAarHHTHBIX
HOCHTEJISIX C COCTABJICHAEM COOTBETCTBYIOIIETO aKTa);

e IpHCYTCTBOBaTh (y4acTBOBaTh) B paboTax MO BHECEHHIO W3MEHEHWH B ammnaparHo-
nporpammayio koudurypammio NCTI/Tx;

e BeCTH OJKypHaJl  ydYera  HEIITaTHBIX curyaruit  MICIIJIH,  BBIMOJHCHHUS
npoHIaAKTHYECKHX paboT, yCTAHOBKH H Monu(UKaMK TPOrpaMMHBIX CPEICTB Ha
xomnsroTepax UCIT/TH;



® TOIJCP)XUBATh YCTAHOBJICHHBIH NOPANOK IPOBEICHUS AHTHBHPYCHOTO KOHTPOJS
cornacHo Tpebosanusam Hacrosmero ITonoxenus;

® B Clly4ae OTKa3a CPEJCTB M CHCTEM 3allUTHl HHPOpMAIMH MPUHAMATH MEPHI 10 KX
BOCCTaHOBJICHHIO;

e JIOKJAAbIBaTH OTBETCTBEHHOMY 3a 00paboTKy NEpCOHaNBHBIX JAHHBIX O
HEIPAaBOMEPHBIX NEHCTBHAX MONb30BaTeNeH, NPHBOAAIMX K HapylmleHHI0 TpeGoBaHWil IO
3amuTe HHQOpMaIHuH;

e BectH nokymenTanuio Ha MCII/IH B cooTBeTCTBHH ¢ TpeOOBaHHAMH HOPMATHBHBIX
IOKYMEHTOB. -

2.11. AqpmuaucTparop HHQOpManHOHHOM 6e30macHOCTH HW  OTBETCTBEHHBIM 3a
obecnieyeHne 6e30MacHOCTH NEPCOHANBHBIX JaHHBIX NpH uX obpaborke B MCII[IH umeror
npaso:

- TpeboBath OT coTpyaHuMkoB - nonas3osarenedi UCII/n cobmroneHus ycraHOBIEHHOM
TexHoJorun 00paboTkn WHQPOpMAMH W BBHIIOJHEHHWS HWHCTPYKIHMH 10 o0OecredeHuio
Oe3onacnocty u 3amure uHpopmanuu B UCIT/H;

- FHHIAAPOBATh TPOBEJCHHE CIYXKeOHBIX paccienoBaHuii Mo (aKTaM HapyIeHHs
YCTaHOBJIEHHBIX TpeOoBaHMii 00ecneUeHns 3aMThl, HECAHKIIHOHHPOBAHHOTO JIOCTYIA, YTPaTH,
Mo pUKAIMHE, TOPYH 3alIHAIIaeMoit nHpopMaIy i TexHudeckux komnonenToB UCII/Ix;

- Tpe6oBaTh  mpekpamieHHs 00paGoTkM HMHbOpMANMHM B CIydYae  HapyIICHHS
YCTAHOBJIEHHOTO MNOpsijaka paboT WIM HapymeHWs (GYHKIHOHMPOBAHHS CPEACTB M CHCTEM
3amuTh HHGOPMAaLUH;

- y4aCTBOBATh B aHAJIM3E CHUTYalM#, Kacalommxcs QyHKIHOHHPOBAHUS CPEACTB 3alIUTHI
rHpopManuH U paccienoBaHud (pakTOB HECAHKIIHOHUPOBAHHOIO JOCTYIIA.

3. Iopsgoxk 006paGoTKH NeEpPCOHAJBLHBIX MAAHHBIX 0e3 HCIOJIb30BAHHH CPEACTB
ABTOMATH3AIMH.

3.1. O6paboTka NEpCOHANBHBIX JAaHHBIX 0€3 HCHONB30BAHHS CPEACTB ABTOMATH3AIMH
MOYET OCYIIECTBIATHCS B BHJIE JIOKYMEHTOB Ha OyMaXKHBIX HOCHTEJSX.

3.2.Tlpy HeaBTOMATH3HPOBaHHOK 00pabOTKE pasIMYHBIX KaTeropuif IepcoOHANBHBIX
JIAaHHBIX JIOJDKEH HCIOIB30BaThCS OTAENbHEI MaTepHabHBIN HOCHTENb IS KaX/0H KaTeropuu
NEPCOHAIBHBIX JJAHHBIX.

3.3. Ilpn HeaBTOMAaTH3UPOBaHHOH 00pabOTKE NEPCOHAIBHBIX AAHHBIX Ha OyMaKHBIX
HOCHTEISIX:

- He jomyckaercs (uKcanyus Ha OJHOM OYMa)KHOM HOCHTENE MEPCOHANBHBIX NaHHBIX,
1 06paboTKH KOTOPHIX 3aBEIOMO HE COBMECTHMEI,

- MepCOHA/IbHBIE JaHHBIE JODKHBI 000C00MATECS OT WHOW HWH(OpMAIUH, B YaCTHOCTH
nyTeM (HUKCAIMH X HA OTACHBHBIX OYMaXHBIX HOCHTENSX, B CHELMAIBHBIX pas3/iesiax WM Ha
nonsix ¢popm (61aHKoB);

- JIOKYMEHTBI, COJep)Xalliie TepcOHANbHEIE MNaHHBe, (opmHupyioTcs B Jena B
3aBHCHMOCTH OT 1IeJIH 00paboTKH MepCOHANBHBIX JaHHBIX;

- Jlena ¢ JOKYMEHTaMH, COJEpKAIIUMH TEepCOHANbHBIE MaHHbIE, JAODKHBI HMETh
BHYTPEHHHE OIMHKCH JOKYMEHTOB C yKa3zaHHEM Ieinu oO6paboTKM M KaTeropuu NEepCOHATBHBIX
ITAHHBIX.

3.4.Tlpu HCTONB30BAaHWH THIOBBIX (OPM JOKYMEHTOB, XapakTep HH(pOpManuH B
KOTOPBIX MpEeIIoJiaraeT WM JOIYCKaeT BKIIOYEHHE B HUX IMEPCOHAIBHBIX JAHHBIX (Jaiee -
THIOBBIE (HOPMBI), HOIDKHEI COOMIONATECS CIEAYIOMHNE YCIOBUS:

3.4.1. TumoBass (QopMa MM CBS3aHHBIE C HEH JOKYMEHTHl (MHCTpYKLIHA IO €€
3aNOJIHCHUIO, KAPTOYKH, PEeCTphl W IKypHANIbI) JOJDKHBI COJACPXKATh CBEJICHHA O IENH
HEaBTOMATH3HPOBAaHHON 0OpabOTKH TEepCOHANBbHBIX JAHHBIX, MM (HAaHMEHOBaHHE) H ajJpec
omeparopa, GaMHIHIO, HMS, OTYECTBO M aipec CyOBEKTa NMEePCOHANBHBIX JAHHBIX, HCTOYHHK -
MOJYYEHHS MEPCOHANBHBIX JaHHBIX, CPOKH 00pabOTKHM NEpCOHANBHBIX JAHHBIX, NEPeYeHb
NEHCTBHH C TNEepCOHANBHBIMH HaHHBIMH, KOTOphle OyJayT coBepmiatecsd B Ipolecce HX
o6paboTtku, obiiee onucaHHe HCHOJIB3YEMBIX ONEPATOPOM CrIoco60B 06paboTKH NEPCOHATBHBIX
JTQHHBIX;



3.42.TumoBass (opma JOIDKHAa TIpedycMarpuBarh IMoJe, B KOTOPOM cyOBeKT
[EPCOHANBHBIX ~ JAHHBIX ~ MOXET  MOCTaBHTh  OTMETKY O CBOEM  COrJIaCHHM  Ha
HeaBTOMATH3MPOBAaHHYIO 00paboTKy MEpPCOHANBHBIX NaHHBIX, - IPH HE0OXOIMMOCTH TMOTY4CHASA
IHCBMEHHOTO coracus Ha 06paboTKy MepCOHANBHBIX TAHHBIX;

3.4.3. TumoBasi opMa NODKHA OBITH COCTABJICHA TaKHM o6pazom, 4TOOBI KaX/bli H3
CyGBEKTOB TEPCOHATBHBIX NAHHBIX, COACPKAMMXCSA B AOKYMCHTC, uMeJl BO3MOXHOCTh
03HAKOMHTBCS CO CBOMMH TMEPCOHANBHBIMH JAHHBIMH, COJACPXAIIMMHCH B JOKYMEHTE, HC
HapyIas pas i 3aKOHHbIX HHTEPECOB HHBIX CyOBEKTOB IEPCOHANBHBIX JaHHBIX;

3.4.4. TanoBas opma HODKHA HUCKIIOYATH oObeMHeHHe T0JIel, peHa3HaYeHHbIX UL
BHECEHHS TIEPCOHATBHBIX JaHHBIX, 1) 06pabOTKH KOTOPBIX 3aBE/IOMO HE COBMECTHMBI.

3.5. VAHUYTOXKEHME WM O00e3MYMBAHAE 4YacTH MNEPCOHANBHBIX JaHHBIX, CCITH 3T0
JOIYCKAaeTCs MATepHAIBHBIM HOCHTEIIEM, MOXET IPOH3BOHTECA crocofoM, HCKIIFOYAFONTHM
NanbHeHmylo 06paboTKy OSTHX NEPCOHANBHBIX JAHHBIX C COXpAHCHHCM BO3MOXKHOCTH
06paGOTKH HHBIX JAHHBIX, 3aUKCHPOBAHHBIX HA MATCPHAIILHOM HOCHTEIIC.

4. TlopsiaoK pe3epBHPOBAHKS H BOCCTAHOBJICHHN paboTocnocoOHOCTH TeXHHIECKHX
CpeIcTB M NPOrpaMMHOro obecnedeHHs, 6a3 JaHHBIX, 3aMUIAeMoll HH(popManHH H
CPEeACTB 3aIHTHI HHpOpMALHAH.

4.1. HacTosmmuii TOPSIOK ONpE/IENISET OPraHHu3al|io Pe3epBUPOBAHIS H BOCCTAHOBIICHHA
paboTOCTIOCOOHOCTH TEXHHYECKHX CPEACTB H POrpaMMHOr0 0OecTeYeHHs, 0a3 nmaHHBIX H
Cpe/ICTB 3amKThl HHPOPMAIHH.

4.2. PesepBHOMY KOIIMPOBaHHMIO MOJUIEKAT 6a3sl naHHbX [1/lH, a Tak e MPUKIAJHOC
nporpaMMHoe obecreuenue, NpeHasHadeHHOE UL paGoTsl ¢ aTEMH 6a3aMH JI@HHBIX B CIydac,
eCJIM OHO TOJIBEpraeTcs MOM(HUKAI|K CO CTOPOHBI paspa6oruuxos UCII/Is.

4.3. PesepBHOE KONMPOBAHHE MOJDKHO OCYMIECTBIATECS B CIEIHAILHO OTBEJICHHBIH
ceTeBoii KaTanor Ha (aiIOBOM CepBEpe, a TaK XKe IMyTeM 3aliCH Ha OTYY’)KAaeMbIi HOCHTEIb.

4.4, TIpaBa nocTyma K CETEBbIM KaTajoraM JOJDKHBI HCKIOHATh BO3MOIHOCTb JIOCTYMa
HoiB30BaTeNieil K pe3epBHBIM KOMHAM JIPYTHX UCIIJIa, XpaHSIMUXCA Ha CEpBEPE, IPH
OTCYTCTBHH JIONYCKa K paboTe B 3THX UCITIH.

4.5.. Bask!l TaHHBIX ¥ IPOrpaMMHOe 00ecTieyeHHe JIOJDKHBI KOITHPOBATECS B PA3HEIC TManKu
Ha (haiiioBOM cepBepe.

4.6. Ha aitnoBoM cepsepe, IOMHMO aKTyaJlbHOTO cocrosHus 0a3 MaHHBIX H
NPOrpaMMHOTO 0GecIIeueH s, AODKHBI XPAHHTECH MUHUMYM JIBa UX HCTOPHYECKUX COCTOSHHSA.

4.7. Paz B Mecsn ammunuctparop MCIIJIH co3aaeT pe3epBHYIO KOIHIO 6a3 JaHHBIX H
IporpaMMHOro  obecredeHus WUCIIJln Ha OTUYYXKIaeMblH HOCHTEIb, XpaHAIMHCS Y
a/IMMHECTPAaTOpa HH(MOPMAIHOHHOM 6e3011aCHOCTH B 3aKPHIBAIOMIEMCS Ha KITOH XPaHUIHIIE.

4.8. K WCIIONB30BAHMIO, JUIS CO3J@HHs PE3CPBHLIX KONHH B UCII[Ia, AOMyCKArTCs
TONBKO 3aPETHCTPHPOBAHHBIC B JKypHAJIE y4eTa HOCHTEIIH.

4.9. PezepBHOE KONHpOBaHHe Ha (aiIoBbIH CEpBEP JI0IKHO OCYIIECTBIIATHCH
HENOCPE/ICTBEHHO MOCHe JIOO0ro M3MEHEHHA COCTONHHA 6a3 JaHHBIX MM TPOrpamMMHOrO
obecrnieueHun ATHX 6a3, HO HE peXxe, 4YeM pa3 B HEemo. -

4.10. Ecimm mporpaMMHBIi NPOIYKT, HA OCHOBE KOTOPOro dynxmumonupyer MCI/Ig,
uMeeT (YHKIHMIO PE3epBHOTO KOMHPOBaHHS, TO aIMHHHCTPAaTOp UCTI/Ia co3naeT pe3epBHYIO
KOTIHIO TIPH TIOMOIIH JJaHHOH (QyHKIIHH.

4.11. CrieuaimcT, OTBETCTBEHHBIH 32 TEXHHIECKOe 0DeCTIeueHHe yIPeKICHI co3jaer
pe3epBHYIO KOIMIO CETEBOrO KaTaiora, B KOTOPOM XpaHsiTCH pesepsubie komuu Beex UCIIa ne
perKe 4eM pa3 B MECSIL.

4.12. ClenuamicT, OTBETCTBEHHBIH 33 TeXHHUECKoe obecredeHue yupeiICHus, npu
[OMOIIH CTIeNUATH3APOBAHHOrO IIPOrPaAMMHOTO 00€CTICUeHHUs, CPE/ICTB CO3MACT 06pa3bl JUCKOB
Bcex pabounx mect UCIT/In He pexe, 9€M pa3 B KBapTail.

4.13. BoccTaHOBNEHHE NpOrpaMMHOro obecredenus IPOM3BOAUTCA MyTeM €ro
WHCTAJUISIMHA C HMCIOJIb30BAHHEM 3TAIOHHBIX JUCTpUOYTHBOB JTHOO MOJHOrO BOCCTAHOBICHHASA
cucTeMEI ¢ 00pa3a JucKa.



4.14. PemonT HOcuTenel samumiacMod MH(popMmanmu He momyckaercs. HeumcnpasHsle
HOCHTEJIH C 3alMIIaeMoii HH(popManueil IoIekKaT YHHITOKSHHIO B COOTBETCTBHH € MOPSAIKOM
YHUYTOXXCHHS HOCHTENEH 3amuimaemMoi nHpopmanun. Pabota ¢ Henonb30BaHHeM HEHCIIPABHBIX
TEXHUYECKHX CPE/ICTB 3alpelnacTcs.

4.15. Ilpu pabore Ha kommnbiotepax VCII/[H pekoMeHayeTcs MCIONB30BaTh HCTOYHHKH
Gecriepe6OHHOro MUTaHUS C LENBIO NPEIOTBPAIICHHS IOBPEXICHHAS TEXHHYECKHX CPEJCTB H
() 3ammmaemoi HEGoOpMaIKH B pe3yibTare cOOEB B CETH IJEKTPOITHTAHHS.

4.16. ITpu BoccTaHOBJIEHHH pabOTOCIOCOOHOCTH CPEACTB 3AIMMTHl HHGOPMALHH CEyeT
BBIMIOJIHUTE MX HACTPOMKY B COOTBETCTBHH C TpeboBaHHsMH Oe3omacHOCTH HH(pOpMAIHH,
H3JI0KCHHBIMU B TEXHHYECKOM 3a/JaHHH Ha CO3IaHHE CHCTEMBI 3allJUThI IIEPCOHALHEBIX JIAHHbIX.

4.17. BoccTaHOBIIEHHE CPEICTB 3aIMUTHI HHYOPMALHK IPOU3BOUTCS € HCTIONL30BAHHEM
STAIOHHBIX CePTHQUIMPOBAHHEIX JMCTPHOYTHBOB, KOTOpHIE XpaHATCS B Xpamwmmme. Ilocie
YCHICIIHOW HACTPOHKH CpEJCTB 3amMTHl HHPOPMANHH HEOOXOAWMO BBIIOJHUTH DPE3EPBHOE
KONHMPOBaHHE HACTPOEK JAHHBIX CPEJCTB HA 3aPEerHCTPHPOBAHHBINA HOCHTEND.

4.18. OTBETCTBEHHOCTh 32 MPOBEJEHHE PE3EPBHOTO KONMHPOBAHHSA UCIIlz B
COOTBETCTBHM ¢ TpebGoBaHMAMH Hactosmiero IlojoxeHus Bo3jnaraeTcss Ha aJAMHHHCTpaTopa
UCTIn.

4.19. OTBETCTBEHHOCTh 3a IPOBENCHHE DPE3EPBHOIO KOMMPOBAHHS CETEBOro KaTanora
xpanenusi pesepBHbIX Komuii MCII/IlH Bo3naraercs Ha CHenMagMCcTOB, OTBETCTBEHHBIX 3a
TEXHHYECKOe 0OecneyeHHe yuperKaeHHsI.

4.20. MepornpusaTHii 10 BOCCTAHOBJIEHHIO PabOTOCIIOCOOGHOCTH TEXHUYECKHX CPEICTB M
nporpaMMHOro obecnedyeHus 6a3 JaHHBIX OPraHM3YIOTCS M IIPOBOMSATCS CIIELHAIMCTOB,
OTBETCTBEHHBIX 3a TEXHHWYECKOe oOecredeHHe y4YpeKACHHs, IMPHUBICUYECHHEM OTBETCTBEHHOI'O
noss3osaresst Toi UCIJIn, GynkuuornpoBanre KOTOPO# GBLIO HapyIIEHO.

S.llopsnoxk xontposs 3amuTbl HHGopmammm B HCIIlH W npHOCTAHOBKH
npenocrasienus I1/{a B ciryqae ofHapy:keHHs HapyImIeHHMil OPAIKA HX NPEI0CTABJICHHS.
Iopsinok pa3éupaTenbCcTBa MW COCTABJICHHS 3aKI04eHHH 1o ¢akram HecoboaeHns
ycioBuii XpaHeHHs HOCHTeJelH NMepPCOHANLHBIX JaHHbIX, HCIIOJIL30BAHMA CPEICTB 3aIHTHI
HH(pOpPMANMH ¥ NPHHATHE Mep 10 NPeJ0TBPAMEHHI0 BO3MOKHbIX OIIACHBIX MOC/IEICTBHIA.

5.1. Koutpons 3amurel unpopmanuu B HMCII[H - KOMIUIEKC OpPraHM3alHOHHBIX H
TEXHHYECKMX MEpONpPHATHH, KOTOpble OpraHM3yIOTCS M OCYIIECTBISIOTCS B  LENIX
NPEAYNPEXICHHS: W TMpPecedeHHs BO3MOKHOCTH IIONYYEHHS IIOCTOPOHHHMH JIAIIAMH
OXpaHsAEeMBIX CBEJCHHUH, BHIABICHUS U NMPEJOTBPAICHHS YTEUYKH HHOOPMAIHH 110 TEXHHIECKHM
KaHajaM, HCKJIIOYEHHS HJIA CYIIECTBEHHOTO 3aTPYAHEHHs HECAHKIMOHMPOBAHHOIO JOCTYyNa K
MH(OpMALMH, XHINEHHS TEXHHYECKHUX CPEACTB M HOcHTeleil MHpOPMALMH, NpPeNOTBPALICHHS
CHENMAIBHBIX  NPOTPaMMHO-TEXHHYECKHX  BO3JCHCTBHI,  BBI3HIBAIOIMIAX  HApyIIEHHE
XapakTepucTHK  OezomacHocTH ~ uHQoOpMamuu Wik paGoTOCIOCOGHOCTH  CHCTEM
HH(POPMATH3ALIMH.

5.2. OcHOBHBIMH 3ala4aMH KOHTPOJIS SBJISFOTCS:

- IPOBEPKA OPraHM3alliy BBINOJHEHUS MEPONpPUATHI 1o 3ammure mHbopManuu B JJOY
ydera TpeGoBaHuif mo 3amure HWHOOpPMAUWH B  pa3pabaTBIBAEMBIX IUIAHOBBIX H
PacHoOpAIUTENILHBIX JOKYMEHTaX;

- BRISIBJICHHE JIEMacKHpyIomux npusHakos o6bsexros UCII /1 x;

- YTOYHEHHE 30H nepexBaTra oOpabaThiBaeMoif Ha 00BEKTaX MH(POPMAIKH, BO3MOXKHBIX
KaHAJIOB yTEYKH HHPOpPMallMH, HECAaHKIMOHHPOBAaHHOIO JOCTyNma K Held W IpOrpaMMHO-
TEXHHYECKUX BO3/ICHCTBHI Ha HHPOPMAIIHIO;

- IPOBEPKA BBINIOJHEHHS YCTAHOBJIICHHBIX HOPM M TpeOOBaHMIl 110 3aIIuTe HHPOpMALHH
OT YTE€YKH 10 TEXHHYECKHM KaHaslaM, OIleHKa JOCTaTOYHOCTH W 3((PEKTHBHOCTH MEPONPHSTHIA
1o 3aumre HHpopmanuu;

- IpoBepka BeimoiHeHUs TpeboBanuii mo 3ammre WCII/IH oT HecaHKIHOHHPOBAHHOIO
A0CTyna;

- IPOBEPKA BHINOJIHEHHS TpeOOBaHMH 110 aHTHBHPYCHOMW 3allMTE aBTOMATH3WPOBAHHBIX
CHCTEM M aBTOMAaTH3HPOBAaHHBIX PabOYHX MECT;

i



- IpoBepKa 3HaHHH PaGOTHUKOB MO BOIPOCAM 3AIHTEI uH(GOPMAIIMHA B UX COOTBETCTBHA
TpeGOBaHHSM YPOBHS MOATOTOBKH /ISl KOHKPETHOTO pabouero MecTa;

- OTIepaTHBHOE NMPHUHATHE MEp 10 NPECEICHAIO HapylIeHuii TpeGoBaHuii (HOPM) 3aIIHTEI
undopmarun B UCIITH;

- paspaboTKa TpEMUIOKEHHH MO YCTPAHCHHIO (ocnabieHnio) JAeMacKHMpyIOIHX
IIPU3HAKOB M TEXHMYECKHX KaHATIOB yTCUIKHA uH(pOopMAaIHH.

5.3. KoHTpoJib 3aUThl HE(OpMAIHH TPOBOJHUTCA € yHETOM peabHBIX YCIOBHM 110 BCEM
(U3MYECKMM TONAM, TO KOTOPHIM BO3MOXEH IEpEXBAT undopManEy, LUPKYTHPYOMEH B
UCI s JIOY u OCyLIEeCTBIAETCS TO 06BEKTOBOMY TNPHHIMITY, TP KOTOpOM Ha oOBeKTe
OJITHOBPEMEHHO IIPOBEPSAIOTCS BCE BOMPOCHI 3AIIHTHL uHpopmarmu. IlepedeHs KaHaJIOB YTCUKH
YCTAaHABIMBACTCS B COOTBETCTBHM C MOJICIBIO yIPO3.

5.4. B X071 KOHTPOJIS IPOBEPAIOTCS:

- COOTBETCTBHE MPHUHSATHIX Mep 10 obecredeHnio 6e30nacHoCTH NEPCOHATBHEIX JAHHBIX
(manee — OB IIJla) mepaM, MNPEANHCAHHBIM 3aKoHOHarenbcTBOM P® ¥ yCTaHOBJICHHBIM
HOPMATHBHBIMH JIOKYMEHTaMH NPEIPHSITHS;

- CBOEBPEMEHHOCTh M IOJIHOTA BBHINOIHCHHS TpeGoBanmii Hactosmero IlonoxeHus
JPYTHX PYKOBOIAIIMX JOKYMCHTOB OB I11n;

- [IOJIHOTA BBISBJICHUSA JEMACKHPYIOIIMX MPH3HAKOB OXpaHACMBIX cBeficHUI 06 06BEKTaX
3aIATEl ¥ BO3MOYKHBIX TEXHHYECKHX KaHANIOB yTCUKH MHGOPMAIMH, HECAHKIIHOHHPOBAHHOTO
JOCTyTa K Hell ¥ NPOrpaMMHO-TEXHAICCKAX Bo3neicTBAM Ha HHPOPMALIHKIO;

- 3¢peXTHBHOCTS NPOBE/CHHS OPraHM3AIMOHHBIX H TEXHWYECKHX MEpONpPHUATHH IO
3amuTe HHGOPMAIHH;

- yCTpaHeHue paHee BBIBICHHBIX HEIOCTATKOB.

5.5. OCHOBHBIMH BHJAMH TEXHHYECKOTO KOHTPOJA SBIAIOTCH BH3YaJIbHO-ONTHYECKHH
KOHTpPOJIb, KOHTPONb 3((EKTHBHOCTH 3allATHI uHpOpMAUMH OT YTEYKH MO TEXHHYCCKHM
KaHamaM, KOHTDOJIb HECAHKIMOHWPOBAHHOIrO JOCTyna K nH(OpMAalMH W TPOrpaMMHO-
TeXHUUECKHUX BO3ACHCTBHH Ha HHPOPMAIIHMIO.

5.6. TlonyyeHHBle B XOJ€ BEICHHS KOHTPOIA PE3yJIBTATEI o6pabaThiBaloTC M
AHATM3UPYIOTCS B LEIAX ONpECNCHUS JOCTATOMHOCTH 1 3¢ EKTHBHOCTH NPEANHCAHHBIX MEP
3auMThl MHGOpPMAIMH H BBIIBJICHHI papymenuit. [Ipy oOHapyXeHAH HapylIleHHH HOpM H
TpeboBaHMii MO 3amIMTE uHdopMaIiH  aJIMHHHCTPATOP mH(OPMAIHOHHOH 0e30macHOCTH
JOK/IAJBIBAET PYKOBOJMTENIO JUIA NPUHATHS HMH peleHns O NPEKPACHUH 06paboTku
pH(OpPMAIMA M TIPOBEIECHHMS COOTBETCTBYIOMMX OpraHM3alMOHHBIX M TEXHHYECKMX MEp MO
yCTpaHeHHIO HapymieHws. Pe3ynpTaThl KOHTPOIA samuTsl MHGOpMAKK OQOPMISIOTCS aKTaMH
160 B COOTBETCTBYIOIIUX JKyPHANIaX y9eTa pe3yIbTaToB KOHTPOILA.

5.7. HeppnmonHeHHE MpEANHCAHHBIX MEpONpPHATHH 10 3alluTe I1JIn, cuMTaeTcs
Ipe/INoCKUIKOM K yTeuke HHOpMAaluH (manee - IPENIOCHUIKA).

[To kaxmoi MpemrmochUIKe I BBIACHCHHA 06CTOATENILCTE U MPUYHMH HEBBINOJHCHHA
YCTAaHOBJIEHHBIX TPeOOBAHMI 110 yKa3aHHIO 3aBEJIYIOLIETr0 MM OTBETCTBEHHOIO 32 obecnieucHue
Ge30MACHOCTH TNEPCOHATBHBIX JIAHHBIX TP HX ob6paborke B WCII/lH npoBOAUTCA
pacclie/JoBaHue.

Jlns TpOBEICHHS — PAacCie/iOBAaHAS  HA3HA4ACTCH KOMHCCHSL C  IPHBJICHEHHCM
aIMEHHECTpaTOpa HH(MOPMALMOHHOH GesomacHocTH. Komucens ofs3aHa yCTaHOBHTD, UMEIA JIH
MECTO yTeuKa CBEICHHH, ¥ 00CTOATENBCTBA eif CONyTCTBYIOIIHE, YCTAHOBUTS JIMIl, BAHOBHBIX B
HapylICHAH NpeANHCaHHBIX MEpOTIpHATHH MO 3amuTe HHGOPMAUKH, yCTAHOBUTE NPHYHHB U
yCHIOBHS, CIIOCOGCTBOBABIINE HAPYLICHHIO, 1 BEIpa6OTaTh PEKOMEH/ALMH 110 HX YCTPaHCHHUIO.
Tocte OKOHYAHHMS PAcCie/IOBAHMAs PYKOBOMUTENb IPHHAMACT PEIICHHE O HaKa3aHUH BHHOBHBIX
JAIL ¥ HeOOXOMMBIX MEPOTIPHATHSX MO YCTPAHEHHIO HEIOCTATKOB.

5.8. Benenue KOHTpPOJS 3allUThl HHQOpMAIMH OCYIIECTBIACTCA nyTeM HPOBECHHA
[ePHO/IMYECKAX, IUIAHOBHIX M BHE3ANHBIX MPOBEPOK 00BexTOB 3almMTEL. llepHoauYecKHe,
[IAHOBEIE ¥ BHE3AMHBIC POBEPKH OOBEKTOB OPraHM3allMK MPOBOMATCH, Kak IIPaBUIIO, CHIIAMHU
aIMHHFACTpaTopa MH(OPMAIMOHHOH 06e30MacHOCTH H (WIM) OTBETCTBEHHOTO 32 00ECTECYEHHE



he'

0€301acCHOCTH TEPCOHANBHBIX JaHHBIX NpH HX obpaborke B WCIIJlH, B COOTBETCTBHH C
YTBEp)KICHHBIM ILIAHOM HIITH IO COTJIACOBAHHIO C PYKOBOJHTENIEM.

5.9. Onnoii u3 dopm KOHTpOs 3amuUTel HHGOpMalu sBisiercs obcnenoBanne 0OBHEKTOB
UCIIln. OHO npOBOAMTCS HE pexe OJHOro pasa B roj paboueil rpynmoii B cocrase
aJMUHACTpaTopa WHPOPMAIMOHHOM 0E30macHOCTH, OTBETCTBEHHOrO 3a obecredeHue
6e30MacHOCTH INEPCOHANBHBIX JaHHBIX mpH HX obpabotke B HWCII[In wHbOpMammy,
apmunauctparop UCIIu. [{ns obcnenosanusi VICII[IH MoxxkeT npuBieKaTbecs OpraHu3anms,
umeromast unensuio ®CTOK Poccun Ha AeATETBHOCTD 110 TEXHHYECKO#H 3aimuTe HHGOPMAIIHH.

5.10. O6cnenoanme HCII/IH npoBOAMTCS C LENBIO ONpPENENEHHAS COOTBETCTBHS
IIOMEIIEHNH, TEXHHYECKHX M IPOrPaMMHBIX CPENCTB TpeGOBaHWSM IO 3alUTe HH(POpPMAIHH,
YCTaHOBJIEHHBIM B «ATTecTaTe COOTBETCTBHA» (ECIM NIPOBOJWIACH arTecTanus) H (W)
TpebGoBaHUAM 1O 6E30MTaCHOCTH MEPCOHATBHBIX NaHHBIX.

5.11. B xoze o6cnenoBanus NpoBepseTCA:

- COOTBETCTBHE TEKyIUX ycioBuii pyHknuonuposanus obenenyemoro oovexra UCII/In
YCIIOBHSIM, CJIOXKHMBIIMMCS HA MOMEHT NTPOBEPKH;

- cOOJIIO/IeHHe OPraHU3alHOHHO-TEXHHYECKHX TpeOOBaHMH IOMEIICHHH, B KOTOPBIX
pacnionaraercst UCI1/Ix;

- COXPaHHOCTh Teyareif, oMb Ha TEXHHYECKHX CpEICTBAaX Iepenaud M o6paboTku
uHpOpMAIMA, a TAK)Ke HA YCTPOMCTBAX HX 3alUTHL, OTCYTCTBHE IOBPEXK/CHHH SKPaHOB
KOPITyCOB amnmaparypsl, 060m04ek kabejel ¥ X COeTHHEHH# C IMHHAMH 3a3eMJICHUS,;

- cooTBeTcTBHE BBIMOJNHAeMbIX Ha o00wvekre MCIIJIH MeponpusThii mo 3amuTe
uH(pOpPMALUK JaHHBIM, H3JIOXKEHHBIM B HACTOSIIEM ITOJIOKEHHUH;

- BRIOJIHEHWE ~ TpeboBaHWik 10  3ammTe  MHPOPMAIMOHHBIX  CHCTEM  OT
HECaHKIITHOHHPOBAHHOI'O JIOCTYIIa;

- BBIIIOJTHEHHE TpeOOBaHUH 110 AaHTUBUPYCHOH 3alHTe.

6. Tlopsaoxk of6yuenus mnepconasa npaxktuke paborei B HMCII{n B wactu
obecneyenns 6€30MaCHOCTH NEPCOHANBHBIX JAHHBIX.

6.1. Ilepen wmauvamom paboreli B HMCIIJIH monb3oBarend MODKHBI O3HAKOMHTBECA C
MHCTPYKIMSIMHE 10 UCTIOJIB30BAHHMIO IIPOrPaMMHBIX M TEXHHYECKHX CPEJICTB, 0 HCHOIB30BAHUIO
CpeJCTB 3aluThl HH(GOPMAIHH MO/ POCIIHCE.

6.2.ITonp30BaTenH AOJDKHBI MPOJEMOHCTPHPOBATh AJAMHHHCTPATOpy HH()OPMAIMOHHOM
6e30MacHOCTH Halu4yHe HEeOOXONMMBIX 3HAHMH M yMEHMH JUIi BBIIOJHCHHS TpeGoBaHMM
Hactosimero Ilonoxenus. AnMHHHCTparop WHGOpPMAaMOHHON 6e30macHOCTH JODKEH BECTH
JYpHAI ydeTa IOoJIb30BaTeleif, JOMyIEeHHbIX K HH(QOPMAaIHOHHEIM CHCTEMaM IE€PCOHAIBHBIX
JAHHbIX.

6.3. Tlonb3oBarenyn, JAEMOHCTPHPYIOIIHME HENAOCTATOYHBIC 3HAHMA M YMEHHS JUIA
obecrneueHns GE€30MacCHOCTH INEPCOHANBHBIX JAHHBIX B COOTBETCTBHM C TpeGOBaHHAMH
HacTosImero monoxenus, k padore B UCII/Ix He nomyckarorcs.

6.4. OTBETCTBEHHBIM 3a OpraHu3anuio o0y4YEeHHs! ¥ OKa3aHHE METOJMYECKON MOMOINH B
JIOV sBnsieTcs aqMHEHUACTpATOp HHGOPMaIMOHHOH O€30aCHOCTH.

6.5. lns npoBeneHWs 3aHATHHA, CEMHHAapOB M COBEIIaHWH MOTYT NPHBJIEKATHCSA
CIENMATMCTEl 110 MPOTPAMMHOMY M TEXHHYECKOMY OOECIEYCHHIO, a TaKKe CHEHATUCTHI
opraHoB 110 arrecranuu oosexroB UCI1/{H, oprasmsanuit-mnensnaroB ®CTOK Poccun u ©Chb
Poccun.

6.6. K pa6ore B UCIIJIH momyckaroTCs TOJIBKO COTPYIHHKH, MpOIIEIIIHE MEepBHYHBIA
uHCTpYKTaX 1o o6ecnieyennto 6ezomacHoctu B UCIT/{n 1 nokasasmue TBEp/BIE TEOPETHICCKUE
3HAHMS ¥ MPAKTHYECKUE HABBIKM, O Y&M JIeNIaeTCs COOTBETCTRYIOmAas 3anuch B XypHaie y4éra
nomnycka k pabore B UCI1/In.

6.7. AnvunucTpaTop HH(MOPMAIMOHHOM 0€30IaCHOCTH IODKEH HMETh NpOQHILHOE
o6paszoBanue (TGO JUIUIOMBI O MOBBIMEHAN KBATH(pUKAIMK) B 061aCTH 3aMUThl HHOOPMAIHH.
PekoMeHayeTcs OpPOXOXKIEHHE aJMHHHCTPATOPOM  CIENHAIM3MPOBAHHBIX  KypCcOB IO
a/IMHHHCTPUPOBAHMIO CPECTB 3aIuThl HHpopMarmy, nenons3yeMsix B UCII .

7. TlopsA0K NPOBEPKH IEKTPOHHOr0 KypHaaa obpamenuii k HCII/In.



7.1. Hacrosmmii paszen IlonoxeHnss ONpeNenseT NOPsSAOK IpOBEPKH 9NEKTPOHHBIX
KypHAJIOB OOpalieHrH K pecypcam UCTI/In.

7.2. TIpoBepka 3JNEKTPOHHOIO XXypHaia obpamieHuii MPOBOJUTCS C IEJBIO BBIABICHHS
HECaHKI[MOHMPOBAHHOIO JA0OCTYMA K samumaemoii uadopmanuu B UCI1/TH.

7.3. TIpaBo IPOBEPKH 3JIEKTPOHHOIO XypHala obpareHuii UMEIOT:

- QJIMMHACTPATOp HH(GOPMAIIMOHHOH GE30MaCHOCTH;

- OTBETCTBEHHBIH 3a obecieueHHe OE30MACHOCTH NEPCOHANBHBIX JAHHBIX NpH HX
obpabotke B UCII/H;

- 3aBeAYIOMMMH.

74.Ha  Texmmueckux  cpencrsax  MCIIJln, Ha  KOTOPBIX  yCTAaHOBIICHEI
CrielMaTH3APOBAHHbIE CPEJICTBA 3AIHUTHI mrdopmamun (nanee — C31) tana «Crpax», «Secret
Net», DallasLock u apyrue, IpoBepKa 3JIEKTPOHHOTO XKypHala NPOM3BOUTCS B COOTBETCTBHH C
[pUIaraeMbIM K yKasaHHBIM C3U PyxkoBOJICTBOM.

7.5. EciH B XOJ€ NEPHOIMYECKHX, TUIAHOBBIX HJIH BHEIUIAHOBBIX TPOBEPOK UCITIn
BBISIBJIEHEl  CNydaii  HECAHKIMOHWPOBAHHOrO  JI0CTyma (nanee-HCJ) k wuH(popMamu
KOH(HIEHIMATEHOTO XapaKTepa, TO BCTYNaeT B CHITY ILII. 3.7., 3.8. naunoro IlonoxeHus.

7.6. TIpoBepKe TMOUIEKAT BCE NEKTPOHHBIC XKyPHAIILI UCI1 8.

7.7. TlpoBepka NOJDKHA TPOBOJMTHCA HE PEXe HeM OJHH pas B HEJEMO C IENBIO
CBOEBPEMEHHOTO BEIBJICHHS (aKTOB HApYIICHAS TpeGopanuii HacTosmmero [lonoxeHus.

7.8. DaxThl IPOBEPOK SIEKTPOHHBIX JKYPHATIOB OTPAKAKOTCH B CHENHAIBHOM XypHaie
npoepok. ITocie KaxIo# MPOBEPKA a[MHHHCTPATOP rHMOPMAIMOHHON 6€30MacCHOCTH JeNnacT
COOTBETCTBYIONIYIO OTMETKY B JKypHAJe H CTABHT CBOIO POCITHCE.

8. IIpaBu/ia aHTHBHPYCHOH 3aMMTHI.

8.1. Ha xaxnom xommbiorepe MCIIJIH NOMKHBL GBITH YCTAHOBJICHBI JIMIEH3HOHHbIC
AHTHBHPYCHBIE CPEJICTBA, CEPTHPHIMPOBAHHBIC ®CTOK PO.

87. VeraHoBKAa ¥ HadaibHas HACTPOHKA CpEICTB AHTHBHUPYCHOTO KOHTpOJII Ha
KOMIBIOTEPAX ~ OCYIIECTBISETCS — CHENHATHCTAMH,  OTBETCTBEHHEIMH 3a TEXHHYECKOE
obecreuenre HHGOPMAIMOHHBIX CHCTEM YUPCHICHHA.

8 3. CreIaiiCTE, OTBETCTBEHHbIE 33 TEXHHYeCKoe obecredeHue uH(pOpPMAIIHOHHBIX
CHCTEM YUPEKIECHHS, OCYIIECTBIAIOT NEPHOTUIECKOC OOHOBJICHHE AHTHBHPYCHBIX IAKETOB H
KOHTpOIb HX PabOTOCIOCOOHOCTH.

8.4.YCTaHOBKY U yJlaJlcHHE CPENCTB AHTHBHPYCHOM 3alATHI TAKXKE MOXKET OCYIICCTBIATE
aIMHHHECTPATOp MH(POPMAIMOHHON 6e30MaCHOCTH.

8.5. SpnbIk (cchUIKa) JUIS 3aIycka AHTHBHPYCHO# TPOTpaMMEI JODKeH OBITH AOCTYNCH
BCEM TI0JIH30BaTENSIM HH(POPMAITMOHHOH CHCTEMBL.

8.6. ExxeHeneTbHO B Hagane paboThl, MOCIE 3arpy3Kd KOMIBIOTCpa B aBTOMATHYECKOM
peXuMe JOJDKEH MPOBOUTHCS AHTHBHPYCHBIH KOHTPOJIb BCEX JIMCKOB H (aiisioB KOMIIBIOTEPOB.

O6s3aTeTbHOMY @HTHBHPYCHOMY KOHTPOJIIO MOJUICKUT mobas uHpopMarms (TEKCTOBBIC
daiinsr mMobbIX (opMaTos, Baiiibl JAHHBIX, HCIIOIHACMBIC daitner), nEGOopMANKA HA CHEMHBIX
HOCHTENIX (MarHUTHBIX IMCKaX, JICHTAX, CD-ROM u t.11.). -

KoHTpois uexozsmell nHpopManun HeoOXOIMMO TIPOBOJIUTH HEINOCPE/ICTBEHHO HEPEA
apXHBHPOBAHUEM H OTIPABKOH (3aIUCHIO HA CHEMHBIH HOCHTEIb).

HacTpoiiky ~ CpeACTB ~ AHTHBHDYCHOH  3alMTEL  BBINONHACT aJIMHHACTPATOp
uHbopManHoHHo# 6e30MacHOCTH, 60 CIHEIMANMCTH, OTBETCTBEHHBIE 32 TEXHHYICCKOC
obecriedeHre YuYpeXIeHHs, IO COrJacoOBAHHIO aIMHHHCTPATOPOM HHPOPMAIIHOHHOM
0e30macHOCTH.

8.7. ®aiinel, TOMENIAEMBIC B 3JIeKTPOHHBIN apXWB HA MarHUTHBIX HOCHTEILIX, JIOJDKHEI B
06S3aTeTBHOM TIOPSIKE TPOXONHTh AHTHBHDYCHBIH KOHTPOII. I[leprotvecKHe HPOBEPKH
3EKTPOHHBIX APXUBOB JIOJDKHEI IIPOBOJUTECS HE PEXKE OIHOTO pasa B Mecsll.

8.8. VeranapnuBaeMoe (M3MEHSEMOE) [POrpaMMHOE obecreueHne JIOJDKHO OBITH
Npe/iBAPUTENBHO TPOBEPEHO HA OTCYTCTBHE BHPYCOB. HenocpeACTBEHHO II0CNE YCTAHOBKH
(M3MeHeHus!) IPOrpaMMHOr0 00eCTeYeHHs KOMIBIOTEPa, aIMHHACTPATOPOM HH(MOPMAIFOHHOH
6e30MacHOCTH JI0JDKHA ObITh BBIIONHEHA AaHTHBUPYCHAsl TPOBEPKA NCI#.



8.9.Ha xommbioteps 3anpemaercs YCTaHOBKa IpPOrpaMMHOrO OOECIEYEHHs, He
CBSI3aHHOTO C BBINONHEHHEM (YHKIMIA, TIPEyCMOTPEHHBIX TEXHOJNOTMYECKHM IPOLECCOM
06paborkn urdopmarmu.

8.10.TIpx  Bo3HMKHOBeHUH TIO/IO3pCHHS.  HA HAIM4YUE KOMIBIOTEPHOIO BHpYyca
(netumunas pabota mporpamM, mosBiICHHE rpapuYecKuX ¥ 3BYKOBBIX 3 dexToB, uckaxeHmi
AAHHBIX, IponanaHue (aiiioB, yacToe MOSBICHHE COOOIICHHUI O CHCTEMHBIX OMMOKAX M T.1L.)
[I0JIb30BATENL  CAMOCTOSTENBHO (WIH BMECTE ¢ aJIMPHHCTPAaTOPOM  MH(OPMALTHOHHOM
GesonacnocTH) nomken nposectn BHCO4CPE/IHOH aHTHBUDPYCHBIH KOHTPOIS KOMITBIOTEpA.

B cnyqae o6Hapyxenus TIp¥ TIOBE/ICHAY AHTHBHPYCHON IIPOBEPKH 3apaKeHHBIX
KOMIBIOTEPHBIMH BUpPYCcaMH (aiiioB nons30Batens 06s3an: i

- IPHOCTAHOBUTE 00paboTKy nannbix B UCTI Ix;

- HEMCUICHHO IIOCTAaBHTh B H3BECTHOCTH O (hakTe OGHApYsKEHHS 3apaXKEHHBIX BHPYCOM
(atinos anmuanCTpaTOpa HH(OpManUOHHO} Ge30nacHoCTH, a TaKKe CMEXHBIC NIOApA3/eICHHS,
HCHOJB3yromue 3TH (aiiisl B pabore;

- COBMECTHO C BNaieNbLUEM 3apaXCHHBIX BHPYCOM ¢aiinoB mposecTn anamu3
BOSMOXHOCTH, ANTbHEHINEro HX HCIIO/IB30BAHNS;

- IIPOBECTH JICUCHHUE HITH YHHYTOXEHHE 3aPAXKEHHBIX (ail/ios.

8.11. OtBercTBeRHOCTE 32 OpraHM3alMiO aHTHBHPYCHOro KoHTpons B MCIIIm B
COOTBETCTBHHM ¢ TpeOGoBaHMsMH Hactosumero Ilonoxenus Bosnaraercs Ha aJMHHHUCTpATOpa
HHPOPMAaNMOHHOM 6e30macHOCTH.

8.12. OTBercTBEHHOCTE 32 TIPOBEICHAE MEPONpPHATHH AHTHBHPYCHOM 3alIUTHI B
konkpetHo#t WUCII[Im u cobmonenue TpeGosanmii HacTosmero IlonoxxeHuss Bosnaraercs Ha
CICLIHAMCTOB 1O  TEXHHYECKOMY 0becHedeHHio, aJIMHHHCTpaTopa HHG(pOPMAIMOHHOH
GesonacHOCTH U Beex monb3oBaTeneit JNannou UC ;

9. IlpaBuiia napossHO# 3amuATEL

9.1. Jlanuste npaBuna PCTIIaMEHTHPYIOT OPraHU3allHOHHO-TEXHUYECKHE MEPOIIPHATHS 110
obecrneyennio nponeccos TCHCpAlliH, CMCHBI U TPEKpaIleHus NeHCTBHS maposeii B UCTIx, a
TaKoKe KOHTPOJIb ICHCTBHH NONB30BaTeNel npH paboTe ¢ MIapOJISIMH.

9.2. OpraHm3anvoHHOE ¥ TeXHHUECKOE obecrieueHne  mporneccos reHepaiuH,
HCIOJIB30BAHUS, CMEHBI U IIPEKPAIECHNS JEHCTBHA Naposieil BO BCEX MOACHCTEMAX UCIIIa u
KOHTPOJIb NEHCTBHIl mosb30BarTe;ieit npH paboTe ¢ MapossIMH BO3Jaraercs Ha aIMHHHCTpaTOpa
HH(pOPMAITHOHHOM Ge30macHOCTH.

9.3. JludHBle MApPONTH NOIKHEI TCHEPHPOBATECA M PAaCHPENENATECA LEHTPATH30BAHHO
m60 BHIOMPATBECS TONMB30BATENIMH OGBEKTA BBITHCIIMTE/IbHOM TEXHHKH CAMOCTOSTENHHO C
YUYCTOM Clenyomux TpeGoBaHmii;

- apOJTb NOJDKEH ObITh HE MeHee 6 CHMBOJIOB;

- B YHCJIC CHMBOJIOB IapOJis 06A3amensHo 10KHE HPHCYTCTBOBATh OYKBBI B BEPXHEM
HJTH HHJKHEM PErHCTpax, HUQPBI W/HIH CrIeNHATBHBIC CHMBOJIEI (@,.#,%, &, *, % utn);

= CHMBOJIBI ITaposiei 1y paboynx craHmmii, Ha KOTOPBIX YCTaHOBJIEHO CPEJICTBO 3AIMHTEI
HH(OPMAlMH OT HECAHKIHOHHPOBAHHOIO AOCTYNa, NOJDKHBI BBOAHTHCA B PEKUME JATHHCKOMN
PacKilaJiku KJIaBHATYpEI;

- 1apOJb HE JIOJDKEH BKIIOYATh B Ce0Sl JIETKO BBIYMCISEMBIE COYETAHHS CHMBOJIOB
(nmena, pamuimn, naumenosanns APM u T.11.), @ TaK)XXe OOIICNPHHATEIE COKpAICHHS (3BM,
JIBC, USER u T.IL.);

- IpH CMCHE NapoJIs HOBOE 3HAYCHHE JIOJDKHO OTIIMYATHCS OT NPEABIAYIIHX;

- [TOJIL30BATEIIb HE HMEET NpaBa coo0IaTh JIHYHbIH HapoJIb IPyrUM JIHLAM.

9.4. Anmunmctparop WUCIIa TICPENIaCT CBOM AayTCHTH(UKAIMOHHEIE NaHHBIE IS
sanycka npuknandoro IO BJ[ MCIJa ma GymaxsOoM HOCHTene B OIEYaTaHHOM KOHBEpTe
4IMHHHCTPATOPY HHQOPMAIHOHHOM Ge3omacHOCTH, KOTOpBI B CBOIO OYepeilb XpaHHT HX B
3aKpBIBAIOIIEMCS Ha KJIIOY XPaHUITHIIE.

9.5. B cnyuae umeromeiics ciyxeOHo#  HeobxomuMocTH, IIPOIHKTOBAHHOM
BOSHHKHOBCHHEM HEIITATHBIX CHTYALWl WM JPYTHX dopc-MaxopHbIx (akTopos, npu ycnoBun
OTCYTCTBHA Ha paboyeM MecTe mOIB30BaTENS WUCII/la, pykoBomutens mompasaenerms



odopMIsieT B THCBMEHHOM BHJIE 3asiBKy Ha ¢6poc maposisi OTCYTCTBYIOMIETO MOJB30BATEI 1
HaNpaB/sIeT €6 OTBETCTBCHHOMY 32 obGecrieyenne 6e30MacCHOCTH MEPCOHANBHBIX JIAHHBIX IPH HX
o6pa6orke B UCTI/In. B 3adBKe JOIDKHO 6BITH H3IOKEHO 06OCHOBaHUE HEOOXOMMMOCTH cOpoca
naponsi, ykasampl ®.M.0. mons3oBaTeis, yeli mapons HEOOXOMMMO COPOCHTB, ©.N.0.,
JOJDKHOCTh  CTIELAANINCTA, KOTOPHIH Oyner OCYyLIECTBIATH obpaborky Il OT HMEHH
OTCYTCTBYIOIIETO IOJIb30BATEs, @ TaK KE BPEMEHHOM OTPE30K, B TEYCHHE KOTOPOro MM 6yner
npousBouThes 06padorka [1/1H.

9.6. B ciyuae, ecld OCHOBaHWS, YKa3aHHBIE B 3asBKC, ABIIOTCH JIOCTATOYHBIMH IS
c6poca mapoiisi, OTBETCTBCHHBIH 3a 3alUTY uHpopMalMK TOpyYaeT aIMHHHUCTPAaTOpY
HH(pOpMAIHOHHON 6e30MacHOCTH COPOCHTH, YCTAHOBIIECHHBIH B C3U ot HCJI, mu4HBIA mapoJib
yKa3aHHOTO B 3asBK€ [0JIb30BATEIs.

9.7. B ciyuae, eciiy IPUKIIaJHOE 10 BJ] UCII/la obnanaeT CUCTEeMOH ayTeHTH(HKALWH,
mapons JUIS 3amycka IPHKIATHOrO 10 cOpaceiBaeT aaMHHHCTPATOP UCIIdu, mbo
OTBETCTBEHHBIH TOJIH30BATENb, 110 TOH JKE 3asBKe, B CIIyHae HX OTCYTCTBHA napoJib HMeeT IpaBo
cOpOCHTH aJIMHHHUCTPATOP uH(OPMAIMOHHOH 6€301aCHOCTH, BOCIOJIB30BABIINCE JULA BXOZIa B
CHCTeMy yIpaBJieHHUs ay TeHTHQUKAIMOHHBIMU TAHHBIMH agpmunurcrparopa UCIIIH.

9.8. TTocie BBIMOTHEHHS HEOGX0MMBIX PaboT BCE MapojM M3MEHAIOTCS U Ha OyMaXKHBIX
HOCHTENSX B ONEYATAHHBIX KOHBEPTE, IMEPENAIOTCs MOIBL30BATEIIM UCII{a. IMocne 3roro
[10JIb30BATENH YCTAHABIHBAIOT C€06¢ HOBBIC TAPOJIH.

9.9. TTonuas IaHOBAs CMEHA MapoJeH MOJb30BaTeNeH JO/DKHA IIPOBOJUTHCA PEryJIApHO,
HE pexe OJTHOro pa3a B TEUCHHUE 60 auew.

9.10. BHennaHoBasi CMeHa JIHYHOrO TApoJisl WM  YIAICHHC y4eTHOH 3amuCH
nons3oBarens VCIIJIa B ciydae NpeKpalleHus €ro nojHOMO4YMi (YBOJIHEHHE, MEPEXOA Ha
Ipyrylo paboTy BHYTpH OpraHH3allHH | T.1.) JOJDKHA MPOHM3BOJMTECHA AIMHHHCTPATOPOM
HH(pOPMAIMOHHOM 6€30MacHOCTH HEMEUICHHO MOCIC OKOHYAHMs TOCIE/HEr0 ceaHca paboThl
JAHHOTO TOJIE30BATENs C CUCTEMO# Ha OCHOBAHHH yKa3aHHsl HayaJbHUKA OTAENA.

9.11. BHemraHoBas MOJHAs CMEHA NapoJiel Beex nop3oBarelieil JO/DKHA MPOU3BOHTHCH
B ClIyd4ae MNpeKpalieHHs nonHoMounii (YBOJNIBHEHHE, IEPEXO[ Ha ApYyryro paboty BHYTPH
OpraHH3aluH-1 APyTHe ob6cToATENLCTRA) aIMUHHACTPATOpa nH(OpMALHOHHON 6€3011aCHOCTH.

9.12. B ciydae KOMIIPOMETAIMH JIHYHOTO Mapojst ronb3osarens VUCII/Ia nomkHsl OBITE
HEME/UIEHHO TIPEANPUHSATEI MEPBI IO BOCCTAHOBIICHHIO NapoJIbHOM 3allUTEL.

9.13. Konrposns aeicTBH nonp3oBareeil mpu paboTe € MapoJsMy, co0moicHHe
NOpSAKA MX CMEHbl, XPaHCHMS M HCHOIL3OBAHHA Bo3jlaraeTcs Ha aJMUHHCTPATOpa
rH(OpPMAIHOHHOM Oe30MaCHOCTH.

10. IlpaBujia 06HOBJICHHSA H KOH(HUIrypHPOBaHHS NMPOrpaMMHOro o6ecneuenns C3U
n TlpuKIaHCro MPOrpamMMHOro obecreeHus, ucnosb3yemoro s obpadorku I1/In.

10.1.HacTosmue npaBuia persiaMeHTHPYIOT obecrieuenne GezomacHOCTH HH(GOpMAIHH
IpH TpPOBEICHHM OOHOBJICHHUS H KOH(UIypHPOBaHHs MPOrPaMMHOrO obecneuenust C3U u
TIpHKIATHOrO MPOrPaMMHOTro 0OecTe CHHA, pcnons3yemoro juist oopadorku [1/1H.

10.2. Bce M3MeHEHHUs TPOrpaMMHOro obecrieucH s C3U u IpuxiagHoro nporpaMmMHOro
obecrieyeHusi, HMCHONB3YyeMOro Ui obpaborku  IIJlH, JIOIDKHBI ~ NPOH3BOIHTHCAH
A/IMMHHCTPATOPOM HH(OPMAIIHOHHOH 6e30MaCHOCTH W/WIHM JIMIaMHM OTBETCTBCHHBIMH 3a
TeXHHUEeCKOoe OOecredende yupexgiends (IpH  COrJacoBamHMM  C aJIMAHUCTPATOPOM
HHPOPMATHOHHON Ge30macHOCTH), HA OCHOBAHMM 3asBKH aJMHUHMCTPATOPa UCTI/IH,
HaIpaBJIsieMO# OTBETCTBEHHOMY 32 06paboTKy MEePCOHAIBHBIX IAHHBIX.

10.3. O6uoBieHHe u KOH(HUTrypaus MPOrpaMMHOro obecniedenus, He HCIOIb3YEMOro
Ui HenocpezcTBeHHo# obpabotku I1/n 1 HE ABIAIOMETOCH 10 C3HU, a Takxe ammapaTHOH
cocraBisoniell 31€MEHTOB UCII/In, ocymecTBIseTcs COTPYIXHHKaMH oTJesia TEXHHYECKOIro
obecriedeHusT YIpEXKACHHUs B OOBIIHOM MOPSIKE.

10.4. B ciyuae ecnmu APM mpoxojun aTTeCcTaiuio COOTBETCTBHs TPeOOBaHHSAM 3AIIATHI
urdopManMy, H3MEHEHHE aNmapatHo -— IPOrpaMMHO}  COCTABJISIOMICH UCIIJIa Taxxe
IIPOM3BOHUTCS OCHOBAHHH 3a5BKH. :



10.5. Usmenenne kxoHdurypamuu nporpaMmubix cpeacts MCII[H kem-mm6o, kpome
BBILIEIIEPEYHCICHHBIX YIIOTHOMOYEHHBIX COTPYIHUKOB 3AHPEU{eHO.

10.6. Ipoueaypa BHeCEHHUsS U3MEHEHMH B KOH(HIypalHiO MPOrpaMMHOr0 O0ecredeHus
C3U u IlpuxnanHoro mporpamMmHoro obecredeHus, Hcnoib3yemoro s obpaborkum I1/1H,
WHAIMApYeTCs 3asBKoi anmuaHrcTparopa UCIT/H.

10.7. B 3asBKe MOTryT YyKa3biBaThCs CJIE/YIOIIME BHIBI HEOOXOJMMBIX H3MEHCHHH B
cocTase anmnapatHbix U nporpaMmusix cpeacts MCITTa:

- ycTaHOBKa  (pa3BepThIBaHME) HAa KOMMbBIOTEp(BI) MPOrpaMMHBIX  CPEJICTB,
HEOOXOMMMBIX JUIS pEIeHHs OIpe/ie/ieHHONH 3anaum (nobaBieHHe BO3MOXKHOCTH PEINEHUS
nanHo# 3ana4n B qanHoi UCI1/In);

- oOHOBJIEHHE(3aMeHa) Ha KOMMbIOTEpe(ax) MpOrpaMMHBIX CPECTB, HEOOXOMMMBIX
JUls pelIeHusl oIpejieneHHON 3anmaun (OOHOBJIEHHE BEpPCH HCIONB3YEMBIX JUIS PEINCHHs
onpe/ieieHHOk 3a/1a4H MPOrpaMMm);

- yAajeHHe C KOMIIBIOTepa INPOrPaMMHBIX CPEACTB, HCHOJB30BAaBIIMXCH JUISA
peIeHHs] ONpEJENCHHOM 3anayd (MCKIIOYEHHE BO3MOXKHOCTH pEIIEHHs NaHHOH 3aja4d Ha
JIaHHOM KOMIIBIOTEpE).

10.8. 3assxy agmunuctparopa MCII/IH, B KoTOpOil TpeOyeTcs NMpOU3BECTH H3MEHEHHS
KOH(Urypanuu, paccMaTpuBaeT pYKOBOIMTENIb, BH3HPYET €€, YTBEpXKJIasd TEM CaMbIM
IPOHM3BOJICTBEHHYIO HEOOXOAUMOCTH TPOBEICHHUS YKa3aHHBIX B 3aiBKE H3MEHEHHH, OCIE Yero
3asBKa IIepeaeTcs afMUHUCTPATOpy HHPOPMAIMOHHON 6€301acHOCTH Il HETOCPEACTBEHHOTO
HCIOJIHEHHs] paboT MO BHECEHWIO M3MEHEHWH B KOH(HIypalHiO KOMIBIOTEPa YKa3aHHOTO B
3agBKE CaMOCTOSTEIbHO MM C MPHUBICYEHHEM COTPYAHHKOB, OTBETCTBEHHBIX 34 TEXHHYECKOE
obecrieueHUE YIPEIKICHHUS.

10.9. IloaroroBka 0OHOBICHHS, Mopudukanuu OOIMEeCHCTEMHOr0 M  IPHKIAAHOIO
nporpammuoro obecrmeuenns HCIIJlH  TecTMpoBaHMe, CTEHIOBBIE HCHbITAaHHS  (IIpH
HeoOXOMMMOCTH) M Tepeiaya HMCXONHBIX TEKCTOB, JOKYMEHTallMd M JUCTPHOYTHBHBIX
HOCHTEJNIel IporpaMM B apXWB JUCTPHOYTHBOB YCTaHOBJICHHOTO NPOrPaMMHOr0 0OOecTeueHus,
BHECEHHE HEOOXOJMMBIX H3MEHEHMH B HacTpoikm cpencts sammtel or HCJ[ u cpexcts
KOHTpOJIS HeJfoCcTHOCTH (aiiioB Ha KOMIBIOTEpaX, (OOHOBIECHHE) H YNAJIECHHE CHCTEMHBIX H
NPHKIAJHEIX TMPOrPaMMHBIX CPEICTB MPOH3BOIMTCS AIMHHHCTPATOPOM HHGPOPMALHOHHON
0€30I1aCHOCTH MO0 COIJACOBAHMIO C OPraHoM IO aTTecTaluu (B Cilydae, €CjH IPOBOIMIIACH
arrectanusi), mnposoxuBmmM arrectanmio JgaHoi MCIIJIa. PaGoThl mpOM3BOAATCS B
npucyrcreun aamMuarcTparopa UCIT/Ia.

10.10. Ycranopka umu obnoBnenue mnoacucreM HWCIIJlH AOKHBI IPOBOAMTECA B
COOTBETCTBHH C TEXHOJIOIMeH MpoBeAeHHsS MOAU(DHUKAIHN MPOrPAMMHEBIX KOMILJIEKCOB JAHHBIX
MOJICHCTEM, YKa3aHHOH B TEXHUYECKOH JIOKyMEHTAIIHH, €CJIH TaKOBas HMEETCS.

10.11. YcranoBka u obrosienue 1O (cHCTeMHOro, TeCTOBOrO M T.1I.) HA KOMIIBIOTEPAX
IPOM3BOIUTCS TONBKO ¢ OPHTHHANBHBIX JIMIEH3HOHHBIX JUCTPHOYTHBHBIX HOCHTENEH (IMCKET,
KOMIIAKT-UCKOB M T.IL.), npuxiagHoro I10 — ¢ 3TanoHHBIX KONHM NPOrpaMMHBIX CPE/ICTB,
IOJTy9EHHBIX U3 apXUBa JUCTPUOYTHBOB YCTaHOBJICHHOTO IPOrpaMMHOT0 06ecedeH s,

10.12. TIO cpencTs 3ammThl HHGOPMALMH YCTAHABIMBACTCA ¢ HOCHTENEH, obnanaromux
CrenHanbHOM rojorpaduueckoil HaKICHKOM, NOATBEPXKIAIOMIEH X MOUIMHHOCTD, €CIIH HHOE HE
yKa3aHo B JIOKyMeHTanuu k ganHomy I10.

10.13. Bece mo6aBnsieMble NMpPOrpaMMHBIE M annapaTHbe KOMIIOHEHTHI JOJDKHBI OBITH
NpEBAPUTENHHO TMPOBEPEHHl Ha paboTOCMOCOOHOCTH, a TakkKe  Ha COBMECTHMOCTH C
YCTaHOBJICHHBIMHA NPOrPAMMHBIM 00ECIIEYCHHEM U ONEPAIHOHHON CHCTEMO.

10.14. Tlocne ycranosku (ob6noBnenus) IIO, ammuHHcTpaTop HHPOPMAIHOHHOH
6e30IacHOCTH JOJDKEH TPOM3BECTH TpeOyeMble HACTPOMKH CPEJCTB YIpaBIEHHs JOCTYNIOM K
KOMIIOHEHTaM KOMIBIOTEpa, NpoBepuTh paborocnoco6rocTs 10 1 MpaBHIIBHOCT HX HACTPOHKH
¥ TIPOM3BECTH COOTBETCTBYIOILYIO 3amuch B XKypnane yuera nemrarnbix cutyauuii B UCI1/IH,
BBINOJIHEHUST IPOPUIAKTHYIECKHX paboT, YCTaHOBKH, MOJU(HKALMH IIPOrPAMMHEIX CPEJICTB Ha
xomnbiorepax UCII/{u», nenaeT OTMETKY O BBIIONHEHHH (Ha 0OpaTHOH CTOpPOHE 3asBKH) U B
«TexHHYECKOM NacropTey.



10.15. ®opmar 3amuceii «Kyprana ydeTa HCIITATHBIX curyauii MCIIJIH, BHITOIHCHHS
npoduiakTAYecKuX paboT, YCTAHOBKH M MofudHUKaIMKH TPOTPAMMHBIX CPEACTB  Ha
xommprorepax MCI1J{a» ycTaHaBIMBACTCS MPHKA3OM zapeaytomero JIOVY.

10.16. TIpn BO3HMKHOBEHMH CHTYallui, TpeGylomuX nepeaadn TeXHAIECKHX CPElCTB B
CepBUCHBIH IIEHTp C LEbI0 PEMOHTA, OTBETCTBEHHBIH 3a €€ SKCIUTYyaTalHio JOKJIaAbBacT 06
sToM OTBETCTBEHHOMY 3a ofecmedenne O6e30MacHOCTH INEPCOHATBHAIX JAHHBIX TNpH HX
o6paborke B MCII/IH, KOTOpBIA B CBOIO OdYe€pelb CBS3BIBACTCA C COTpYJHHKaMH OprasHa o
arrectaiuH (B ciydae, i IpOBOHIACH arTecTamys) U B AajbHEHIIEM JASHCTBYET COINAcHO HX
uHCTpyKuMiA. [TpH 3TOM aIMHHACTPATOP prOpMAIHOHHOH Ge30macHOCTH 0053aH MPENIPHHITE
HeOBXOIMBIE MEPHI T 3aTHPAHHs 3aUMIIACMOH uHdoOpMalmy, KOTOpas XpaHHIach Ha UCKaX
koMnpioTepa. OpHruHAIBI 3a9BOK (HOKYMEHTOB), Ha OCHOBaHHMHM KOTOPBIX NPOU3BOIHIIACEH
WAMEHEHHS B COCTaBe MPOTPAMMHBIX CPEJCTB KOMIBIOTEPOB C OTMETKAMH 0 BHECEHHH
M3MCHEHHH B COCTAB MPOTPAMMHBIX CPE/ICTB, JOJUKHBL XPaHWTHCH BMECTC ¢ TEXHUYECKHM
nacroprom Ha WICILH n «KypuanoM ydYera HEIITATHBIX caryauust VICII/IH, BBINOTHEHHSA
npodunaKTAIeckux paboT, YCTAHOBKH M MogudUKAIMKH TPOTPAMMHBIX ~CPEACTB  Ha
xommbiotepax MCIIJIE» y OTBETCTBEHHOTO 3a obecredeHne 06€30MaCHOCTH NEPCOHATBHBIX
naHEBIX TIpH HX o6padoTke B CII/H.

10.17. Komuu 3asBOK MOIYT XPaHMTbCS Yy aJMHHHCTparopa uHGOPMALHOHHON
6e30macHOCTH:

- JUIs BOCCTAHOBJICHUS KOH(HUTypaui WUCII/Ia nociie aBapyi;

- Ul KOHTpONss NPaBOMEPHOCTH YCTAHOBKH Ha WUCIIJIa cpencts i PEMICHHA
COOTBETCTBYIOIMX 3a/1a4 IIpH pasdope KOH(IMKTHBIX CHTYaIHH;

-JU1S IPOBEPKH TPaBHIIBHOCTH YCTAHOBKH H HACTPOUKH CPEJICTB 3aIUTHI UCIIIn

10.18. ®akT yHMYTOXKEHHUA JAHHBIX, HAXOJMBIINXCS Ha JUCKE KOMIIBIOTEPA,
odopmisieTcs aKTOM 3a MOATHCHIO aJIMHHHCTpaTOpa uHGOpMAIMOHHON 0e30macHOCTH H

ammHnCTpa;ropa HCIIn.

11. ’Yniiannenme y4eTHBIMH 3aNHCAMH noJib30BaTeIei.

11.1.C nensio coOmoacHUs NpHHIHAIA IEpCOHANBHON OTBETCTBEHHOCTH 32 CBOH
NeHCTBAS KAXIOMY COTPYAHHKY, AOMYIICHHOMY K pabore Ha KOMIIBIOTEpAxX KOHKPETHOH
UCII/IH, nomkHa ObITH Co3/aHa yHHKATbHAS yueTHas 3aluch NOJIb30BATEIIs.

11.2. Pa6ory B UCIIJIa coTpyAHUK JODKECH OCYIIECTBISTh TOJBKO C HCIONB30BAHAEM
CBOEro YHHKAIGHOIO MMEHH MOJIB30BATENA. Pa6ora B UCIIJIH moj 4yXoii y4eTHOH 3alUChIO,
KpOME CITy4aeB, OMMCAHHBIX B n.9.5, 3anpewiena.

11.3. Ipouenypa perucTpaniu (co3manusi  YYETHOH 3amMcH) TONB30BaTend ™M
peOCTABICHUS eMy (MM H3MCHCHHS ero) mpas JIOCTyNa K pecypcam UCTI/IH HHAIMHPYETCS
sasBKoii aqmuarctparopa UCII/IH no npuiaraeMoi (popMe K HaCTOSAIIEMY T1oJ10KEHHIO.

B 3asBKE yKa3bIBaeTCs: 2

- cofiepKaHue 3ampaluBacMBbIX W3MeHeHW# (permcrpamus HOBOTO MOJB30BATEIL
UCII/IH, yhaneHue Y9eTHOR 3aliCH NOJIb30BATEIA, pacIIApeHHe HWIH CYKCHAS MIOJTHOMOYHH H
npas goctyna k pecypcam UCII/In panee 3aperHCTPHPOBAHHOIO NOJIE30BATENs);

- IO/DKHOCTh (¢ TIOJNHBIM HAWMCHOBAHHEM otnena), (amunmsa, HMs H OTHECTBO
COTpY/AHHKA;

- ¥Ms TIOJTh30BaTes (YHETHOM 3aniCH) JaHHOTO COTPY/HUKA,

- [OJHOMOYHS, KOTOPBIX HEOOXOMMO JHIIHTH NOJIB30BATENIS HIIH KOTOpbIE HEOOXOMMO
06aBHTH TIONB30BATEMO (IyTEM yKa3aHHs PelacMbIX nonp3osaterneM 3anay B CIJTH).

11.4.3asBKy paccMaTpHBaeT DPYKOBOJWTENb, BH3HPYAH eé, yTBepxJas TeM CaMbIM
IIPOM3BOACTBEHHYIO HEOOXOMMOCTE JIOMyCKa (M3MeHeHws IpaB JOCTYTIA) JAHHOr0 COTPY/HHKA
K HeoGXONMMBIM UIS DEIEHHs MM YKa3aHHbIX B 3afBKC 3ajad pecypcam HCIIla. 3arem
[OANMMCHIBAET 3aJaHHE AIMHHHMCTPAaTOPY uH(OpPMAMOHHOH 06e30MacHOCTH Ha BHECCHHC
HEOGXOIMMBIX H3MEHEHHI! B CITHCKH [ONB30BaTeNeH COOTBETCTBYIOIHUX MOACHCTEM UCITd#.



11.5. Ha ocHOBaHHH 3a/jaHus, B COOTBETCTBHH C JOKYMEHTAIHEH Ha cpeJicTBa 3allIUTHI OT
HECaHKI[MOHHPOBAaHHOTO JIOCTYNa, aJMHHHUCTPATOp uHpOpMaLHOHHOM be3onacHoOCTH
IPOU3BOJUT HEOOXOJMMBIC ONEpalu¥ MO CO3MaHHIO0 (YAIEHMIO) yYETHOH 3amHCH
T0JIb30BATENIs], MPHCBOCHHUIO €My HAYaIbHOIO 3HAYEHHS NMapoiis (BO3MOXKHO TAKIKE PErMCTPALIHIO
IIEPCOHANIBHOTO HACHTH(HKATOPA), 3asBIECHHBIX NpaB gocTyna K pecypcam UCII/(a u apyrue
HeoOXOuMBIE JICHCTBHS, yKa3aHHBIE B 3amaHud. JIns BceX NONB30BAaTeNell HOJKEH OBITH
YCTAHOBJICH PEXHUM IPHHYIHTENBHOIO 3aIpoca CMEHBI ApoJis He PeXKe OJHOro pasa B TEUEHHE
60 nuei.

11.6.Tlocne BHecenuss W3MEHEHMH B CIHCKH II0JIb30BATENel  aJMHHHCTPATOP
MHOOPMAIMOHHOH  6€30IacHOCTH  JIODKEH O00ecleduTh HACTPOMKH CPEICTB  3allHTHI
COOTBETCTBYIOIHME TpeboBaHusM GesomacHocTd ykazanuoi MCIIJIH. ITo okoHYaHHH BHECEHHS
H3MECHEHHH B CIMCKM MOJIb30BaTeNel B 3asBKE NENIAeTCs OTMETKA O BHINOJHEHHM 3aiaHus 3a
NOANMHKCHIO HCIOJHUTEIS] — aIMHHUCTpATOp HHDOpPMaHOHHOM 6€3011aCHOCTH.

11.7. UcnionHenusie 3aBKa ¥ 3a/laHi€ XPaHATCS y aJMHHHCTPATOpa MH(POPMAIHOHHOM
6ezonacHocTH.

OnH MCTYT BIOCIIEICTBHH HCIIOJIb30BaThCS:

- U BOCCTaHOBJIEHHS TOJTHOMOYHH nosib3oBareneit mocse apapuit UCIT/Ix;

- JUIsl KOHTPOJIsS NPaBOMEPHOCTH HAJIUYMS Y KOHKPETHOT'O MOJIB30BATEIIS IPaB OCTYINA K
TeM uii HHBIM pecypceam MCI]Ia npr pa3z6ope KOH(IMKTHBIX CHTYALHIA;

- VISl IPOBEPKH COTPYAHMKAMHM KOHTPOJHPYIOIHX OPraHOB NPaBHJIBHOCTH HACTPOMKH
CPEICTB pasrpaHudeHus nocrymna k pecypcam UCII/IH.

12. Tlopaaok KOHTPOJs co0/II0JeHHS YCHOBHIl HCIOJb30BAHHS CPEICTB 3aINHTHI
HH(pOpManMH, B TOM 4HC/ie KpHNTOrpaguuecKnx.

12.1. Nanusiit paszaen Ionoxenus onpenenseT NOpsioK KOHTPOJIS COOMIONEHHs yCIoBMii
HCII0JIb30BaHMS CPEJCTB 3amuThl HHGopManuu (nanee - C31).

12.2. Texnuueckue CpeACTBa 3aIMUTHl HHOOPMALUH SBISIOTCS BaXKHBIM KOMIIOHEHTOM
OB I1/In.

12.3. Tlopsinox pabGotel ¢ TexHuyeckumu C3U ompejeneH B  COOTBETCTBYIOMHX
PYKOBOJICTBaX-, II0” HACTpoiKe M Hcnoib30BaHHI0 C3U 06s3aTeNbHBIX Ul MCIIOJNHEHHS, Kak
COTpyAHMKamMH  oOpabaTeiBalOIAMHA  KOHQHICHIHMAIbHYI0  HHpOpMamMio, TaKk H
aJIMHHHCTPaTOpOoM HHPOpMAIIMOHHO#H 6€30macHOCTH.

12.4. TlpaBo npoBepkH CcOOMONCHHS YCIOBHM MCIIONB30BAHAS CPEICTB 3aIUTHI
HHPOPMAITHH UMEIOT:

- PYKOBOJMTEb;

- OTBETCTBEHHBIH 3a 06paboTKy NEePCOHANBHBIX JAHHBIX;

- aIMHHUCTPaTOp HH(OPMALIHOHHO#H 6e30MacHOCTH.

12.5. INone3osaremo UCII/Ia xaTeropuyecku 3anpemaercs:

- oTkiogars C3U;

-IpOM3BOAMTE  00paboTKy  KOHpHAeHIManbHOH  WHbOpPMAamWH B Cjydae
Hepaborocnoco6HOCTH cpeacTB ee 3amuTsl (C31); ;

- MeHATH HacTpoiika C3U.

12.6. Eciu B Xozie mepHOAMYECKHX, IUIAHOBBIX HJIM BHe3amHbx nposepox MCIT/(u
BBIABJIEHO HapymieHue TpeboBanus . 10.5. To momnexar npumenenuio .. 3.7., 3.8. manHoro
INonoxenus.

12.7. Kpunrorpaduueckue cpeicTBa 3alliuTsl HHOOPMALME JOHKHBI HCIIOIB30BATHCS B
COOTBETCTBMM ¢ TEXHMYECKOH M SKCIUTyaTallMOHHOM NOKYMEHTAalMed Ha HHX, a TaKkKe B
COOTBETCTBHH C NIPaBUJIAMH TTOTb30BaHUS HMH.

13. Tlopsanok 0XpaHbI M JONYCKA OCTOPOHHHEX JIHI B 3aIHIIaeMbIe IOMEINeHHUs.
13.1. launsni pasnen IlomoxkeHHs YCTaHABIMBAET MOPSIOK OXpPAaHbl MOMENICHHH
HUCITs. .

13.2. BeckpeiTHe H  3aKphITHE  IOMEIIEHHH  OCYIIECTBJSETCS  COTPYAHMKAMH,
paboTaroIUMH B JIaHHBIX IOMENICHHUSX.



CnucoK COTPYIHHKOB, HMMEIOIMX TPaBO BCKPhLIBATh (cnaBarb IOX OXpaHy) H
OIEUaTHIBATE TOMEIICHUS YTBEPXKAAETCS PYKOBOIUTEIIEM H TepeaTcs Ha MOCT OXpaHbL.

13.3. IIpu OTCYTCTBHH COTPYAHHKOB, OTBETCTBEHHBIX 32 BCKPBITHE NOMEIEHUH, JaHHbIC
TTOMEIEHHS MOTYT GBITH BCKPBITHI KOMHCCHEH, CO3/JaHHOH HA OCHOBAHHH NIPHKa3a. Komuccuei
COCTABJISIETCA aKT BCKPHITHS.

13.4.TIpu 3aKpeITHH TOMEIICHHH COTPYIHHKH, OTBETCTBCHHBIC 34 MOMEIIEHHS,
TIIPOBEPAIOT 3aKPHITHE OKOH, BBHIKIIOYAIOT OCBCIHICHHE, OBITOBBIE TIPUOOPHI, OPITEXHHUKY H
TPOBEPSIOT MPOTHBONONKAPHOE COCTOSHHE MOMEIICHHS, & IOKYMEHTBI i HOCHTEIIH uHpOpMAaIHH,
HAa KOTODHIX COJEPIKHTCS KOH(HICHIMaNbHas HHpopMaiys, yOupaloT Ui XpaHeHHs B
omevaThiBaeMbiii ceifd (Meramyeckuii mkad). 3akppIBacMOE TOMEIICHHE OreyaThIBaCTCA
JINYHOM TTeYaThiO COTPYIHUKA, OTBETCTBEHHOI'O 32 IIOMEMICHHE.

13.5. TlocTaHOBKA ¥ CHSTHE MOMEIIECHHH MO/ OXpaHy MPOU3BOHTCS OXPaHHHKOM II0CIIC
OKOHYAHHMS ¥ TEepe]l HadaaoM paboyero JAHs COOTBETCTBEHHO.

13.6. CoTpyAHHK, HMEIONIHH PaBO Ha BCKPHITHE OMCIICHU: :

- IPOM3BOJIAT MPOBEPKY OTTHCKA I€YaTH Ha JBEPH MOMEIIEHHS i HCIPABHOCTE 3ar0POB;

- BCKpHIBAeT IOMEIIEHHE.

13.7. Tlpu o6Hapy)KeHHH HApyIIEHHH IETOCTHOCTH OTTHCKOB meyareid, MOBPEXICHUSI
3amOpOB HJIM HAIWYMS JPYTHX MPU3HAKOB, YKa3HIBAIOMMX Ha BO3MOXHOC NPOHUKHOBEHHE B
[IOMeIeHHe [IOCTOPOHHMX JIHMI, TMOMEIEHHe HE BCKpPHIBACTCA, a COCTABIACTCH aKT, B
IIPHCYTCTBAM OXpaHHHKa. O MPOHCIIECTBAHM HEMEICHHO coobmaeTcs pyKOBOAUTEMO | (HIIH)
OTBETCTBEHHOMY 3a obecrieuenye Ge30MacHOCTH MIEPCOHATBHBIX NaHHBIX TP HX obpaboTke B
UCI1IA.

O(HOBPEMEHHO NMPHHUAMAIOTCSA MEPHI 10 OXpaHE MECTa MPOHCIICCTBHS U 10 npuObITHS
JOJDKHOCTHBIX JIMIL B TOMEIIEHHE HAKTO HE JIOIyCKaCTCs. :

13.8. PykoBosmuTenb, OTBETCTBEHHBIH 3a obecnedeHue 6€30macHOCTH T€PCOHAIBHBIX
nauHsX npu ux obpaborke B MCII/ln u aqMHUHHCTPAaTOp uHGOpMAIMOHHOH 6e301acHOCTH
oprammsyior mnpopepky HCIIJla Ha TpesMer HECAHKIMOHUPOBAHHOrO JOCTyma K
KOH(HICHIMATHHON HHpOpPMAIMM © HATMYAE JOKYMCHTOB M MAallMHHBIX HOCHTENIEH
nHdopMarE. .

13.9.TIpu cpabaThiBaHMM OXPAHHOH CHTHATM3ALMH B cnyxeGHBIX TNOMEIICHHAX B
HepaGouee BpeMsi OXPAHHMK COOOMIACT O CITYYMBIIEMCS OTBETCTBCHHOMY 33 IIOMEIICHHE, WK
OTBETCTBEHHOMY 3a obecredeHne Ge30MacHOCTH MEPCOHANBHBIX JIAHHBIX P HX obpabotke B
WUCIIJla, win pYKOBOAHMTENO, HWIH aIMHHHCTPATOPY HHPOPMALHOHHOK 6€30M1aCHOCTH.
[ToMereHns BCKphIBaTh 3amperacTcs.

13.10. TToMemmeHns BCKPHIBAIOTCSA OTBETCTBEHHBIM 32 IIOMEIICHNUE, WIIH PYKOBOIHUTEIICM,
WM OTBETCTBEHHBIM 3a obecnieuenue 6e30MaCHOCTH NMEPCOHANBHBIX JaHHBIX IIPH HX obpaboTke
8 VICIIJIH B IPUCYTCTBHH COTPY/IHHKA OXPAHBI C COCTABJICHACM aKTa.

13.11. IIpu mepenade AEKYpCTBa, €CIIH MOMEIICHAE B TCUCHUE JHA HE BCKPBIBAIOCH, &
TaKKe B BHIXONHbIE W NPa3JHHYHBIE JHM NPHHEMAIOMAs JEXyPCTBO CMEHA IOCTa OXpaHbl
IpoBepseT LETOCTHOCTH MeYaTedl Ha IBEPX U NeHae ¢ KIoqaMu

13.12. TTopsiiok npeObIBaHMS NOCTOPOHHHX JIMIl HA TEPPUTOPHH JIOV ycraHaBiIMBaeTCs
COOTBETCTBYIOIIHUM ITPAKA30M.

14. TopsiioK cCTHpaHUs 3aMHAMmMAaeMoli HHGOPMALMK M YHHHTOREHUH HOCHTeJ el
3amumaeMoii HHPOpMAaLHH.

14.1. B 06s3aTeIbHOM TOPSIKE YHHUTOKECHHIO TIOJUIEKAT MOBPEKICHHBIC, BBIBOJHMEIC
W3 OSKCIUTyaTal[d¥l HOCHTENH, COZACpXallhe 3alHiiacMyIo uHpOpPMALHIO, HCIIOIB30BAHUE
KOTOPBIX HE MpEAIONaracTcs B JATbHEHIIEM. CTHpaHHMIO MOJUIEKAT HOCHTEINH, CONEpXKAIIUe
3amUmaeMyio HHGOPMAIHIO, KOTOPIE BBIBOAATCHA M3 SKCILTyaTallHd B COCTAaBe UCIIIa. He
JIONYCKAeTCs CTHpaHWe HEHCIPaBHBIX HOCHTENIeH W Tepefaya MX B CEPBHCHBIH LEHTP JUIA
pemonTa. Takue HOCHTENH JIODKHBI YHHUTOXATECS B COOTBETCTBHH € HACTOSIIIMM TOPSIIKOM.

14.2. Crtupande MNODKHO TIPOH3BOAMTECA IO TEXHOIOTHH, MPEeIyCMOTPEHHON JUIA
JAHHOTO THINA HOCHTEJS, C IPHMEHCHHEM CEPTHQHIMPOBAHHBIX CPEJICTB rapaHTHPOBaHHOI'O



YHUYTOXKEeHUS HHpOpManuu (Homyckaercs 3aAeHCTBOBaTh MEXaHH3MBI 3aTHPAaHHSL BCTPOEHHBIE B
ceprudHUIMPOBaHHEBIE CPEJICTBA 3AIHTH HHYOPMALHH).

14.3. YHUYTOXKEHHE HOCUTENeH TPOU3BOAUTCS IMyTEM HAHECEHHS! UM HEYCTPaHHMOIo
¢u3MyecKOro NOBPEXIECHUS, HMCKIIOYAIOMIEr0 BO3MOXKHOCTh HMX HMCIOJB30BaHHS, a Taloke
BOCCTAHOBJICHHS HHGPOPMALMH (TIepesi YHHUYTOKEHHUEM, €CJIA HOCHUTENh HCIIPAaBEeH, JOIDKHO OBITh
POM3BEJICHO TapaHTHPOBaHWE CTHpaHWe HH(oOpManum Ha Hocurtene). HemocpeacTBeHHbIE
NEHCTBHS O YHHYTOXKEHHIO KOHKPETHOTO THUINIA HOCHTENS MOJDKHBI OBITH JOCTATOYHBI IS
HCKITIOYEHUS BO3MOXKHOCTH BOCCTAHOBJICHHUS HH(MOPMAIIHH.

14.4. BymaxkHble W.MPOYHE CropaeMblie HOCUTENH (KOHBEPTHI C HEHCIIONB3yeMbIMH Ooree
Mapo/isiMH) YHHYTOXKAIOT INyTE€M CHKUTaHWA HJIM C MOMOIIBIO MOObIX OymMaropesaTelbHBIX
MallIKH.

14.5. Tlo ¢axkTy YHHUYTOXKEHHS HJIA CTHPAHHS HOCHTEJIEH COCTABIIIETCS aKT, B JKypHaIax
ydera JIeJIaloTCA COOTBETCTBYIOIIUE 3aITUCH.

14.6. IIponexyphsl CTHpaHHSI U YHHYTOXEHHS OCYIIECTBISIOTCH KOMHCCHEH, B KOTOPYIO
Bxoaar: anmummcrpatop HMCIIJIH, oTBercTBeHHBIH 3a ofecnedyenue 0e30macHOCTH
MEePCOHANBHBIX NaHHBIX mpH ux obpaborke B MCII/IH, agMuHucTpatop WH(pOpMANHOHHOH
6e3omacHOCTH.

15. O6e3mmuuBaHne NEPCOHATBHBIX JaHHBIX.

15.1. OGe3nmuuuBaHne NEPCOHANBHBIX JaHHBIX — JICHCTBHS, B pe3yibTare KOTOPHIX
HEBO3MOJKHO OIPEJNEIUTh NPHHAIC)KHOCTh MEPCOHANBHBIX NAHHBIX KOHKPETHOMY CYOBEKTY
MePCOHAIBHBIX JAHHBIX

15.2. OGe3nuumBaHue MNEPCOHANBHBIX [JAHHBIX MOXET OBITH MPOBENEHO C LENBIO
BEJICHUST CTATHCTHYECKHX JaHHBIX, CHIDKEHHS ymepba OT pasriamieHus 3aluImaeMbIX
NEePCOHANBHBIX JAHHBIX, CHIKEHHS KJIacca HHPOPMAIIHOHHBIX CHCTEM IEPCOHANBHBIX JaHHBIX U
0 JOCTHXEHHIO IeJiel 00paboTKu WM B Cllydae yTpaTsl HEOOXOAMMOCTH B JOCTH)KEHHH 3THX
1eieil, ecIii HHOE He MPeIyCMOTPEHO (eiepalbHBIM 3aKOHOM.

15.3. Cnocobsl 00e3nuurBaHus IMPH YCIOBHH JanbHe#mel o6paboTku MepcoHAIbHBIX
JNAHHBIX:

- MeTOJY BBEJICHHS HICHTH(HKATOPOB;

- METOJI H3MEHEHHS COCTaBa UM CEMaHTHKH,

- 0600menne (MOHWKECHHE TOYHOCTH HEKOTOPBIX CBEACHHH);

- METOJl JIEKOMIIO3uIuK (pa3OueHne MHOXECTBAa (MAcCHBA) MEPCOHAIBHBIX JaHHBIX Ha
HECKOJIBKO MOJIMHOKECTB (JacTei) ¢ MocHely oMM pa3ieIbHBIM XpaHEHHUEM II0JIMHOXKECTB;

- METOJI TepeMeIInBanus (TIepecTaHOBKa OT/ENBHBIX 3allucel, a TakkKe TPy 3aHCcel B
MAacCHBE EPCOHANBHBIX JaHHBIX).

154. Jlna o6Ge3nuuuBaHUS TEPCOHAIBHBIX JAHHBIX HCHOJB3YIOTCS  CIOCOOBI
obe3nuunBanms, ompeneieHHbie mnpukazom Pockomuamzopa ot 05.09.2013 Ne 996 «O6
yTBepXaeHHH TpeboBaHMii MW MeTONOB 1O OOE3TNYMBAHHIO MNEPCOHANBHBIX JAaHHBIX» B
COOTBETCTBHH C PEKOMEHIAIUAMH 110 HCTIOJB30BAHHIO 3THX METOJIOB.

15.5. Pemenue o HeoOXoaUMOCTH 00€3/IMYMBaHUS NEPCOHANBHBIX JAHHBIX NIPHHAMACT
3aeayromuit IOV,

15.6. CoTpyaHHKH, HENOCPEACTBEHHO OCYIIECTBIsIONIME 00paboTKy mHepcoOHANbHBIX
JIAHHBIX, TOTOBAT NpEIOKEHHsS MO O00€3NHYMBAHUIO NMEPCOHAIBHBIX JaHHBIX, 000CHOBaHHE
Takoi HeoOX0MMOCTH U c1Iocob 00e3THINBaHHS.

15.7. Corpynuuku, obGcmyxuBaromue 0asbl JaHHBIX C NEPCOHAIBHBIMH JIaHHBIMH,
OCYIIECTRIISIOT HEMOCPEACTBEHHOE 00€3THIHBAHUE BEIOPAHHBEIM CIIOCOOOM.

15.8. Iopsiiok paboTel ¢ 00e3MMYEHHBIME IEPCOHAILHBIMH JIJAHHBIMH:

15.8.1. O6e3nu4eHHbIE TIEPCOHATBHBIC JAHHBIC HE IIOJUIEXKAT pasriallleHHUIo.

15.8.2. O6e3nuyeHnble NEPCOHANBHBIE JaHHbIE MOI'YT 06pabaThIBaThCs C HCIMOIB30BAHMS
1 6€3 HCTI0NIb30BaHMs CPEICTB aBTOMATH3AIHH.

15.8.3. Ilpu obpaGoTke 00€3IHYEHHBIX NEPCOHAIBHBIX JAHHBIX C HCIOJIE30BAHHEM
CpPeJCTB aBTOMATH3aMK HEOOX0MMO COOMIOICHHME:!

- IapOJIbHOM IOJIATHKH;

N



- aHTHEAPYCHOM TTOJIATHKH,

- IpaBuJI paboTHI CO CHeMHBIME HOCHTEIMH (ecinu OHHM HCTIONB3YETCS);

- IpaBHJI PE3ePBHOTO KOMHPOBAHHS;

- mpaBW AOCTyna B NOMEMCHHA, TAC PACIIOJIOKEHBI DJIEMEHTBI uH(pOpPMAITHOHHBIX
CHCTEM;

15.8.4. Tlpu oGpaboTke 00€3NHYCHHBIX MEPCOHATIBHBIX JaHHBIX 0e3 HCIoIb30BaHUs
CpEeZCTB aBTOMATH3aIlHA HeobxoMMO coOII0ICHHE:!

- IPaBUJI XpaHCHUs OyMaKHBIX HOCHTENEH;

- IIpaBHI JOCTYTIA K HUM H B OMEIICHH, T/IC OHH XpaHATCH.
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